Passwords in MIDAS

The MIDAS system requires two passwords for every MIDAS user. One password is to access the MIDAS
web site and one is to run the MIDAS program on the PDR.

Before new field crew personnel can use MIDAS they must be entered into the main MIDAS database,
given the next available Crew Number, and be set up with the default passwords. For all new MIDAS
users the default web site password is up2you and the default PDR password is pdrpassword. The first
time a new MIDAS user logs into the web site, the system requires them to change both passwords to
something unique. The web site password cannot be up2you, the PDR password cannot be
pdrpassword and the two passwords must be different. When a new MIDAS user logs into the web site
for the first time (by choosing their name from drop-down box and using their default up2you
password), they will see this:

— Update Web Password

current Password: [

New Password: [N ©
Verity New Password: |

— Update PDR Password
Current Password: I
New Password: [N ©

Verify New Password: [

{\Savel:‘assword) . Close )

There are 2 blue buttons with question marks in them. Clicking on one of these provides information
[

& Currently no rules apply as to how the web password can be entered.

1 . )
It can contain any number of letters, numbers or special characters and
the passwords never expire - however these password rules are subject bo
change as directed by Forest Service requirements.

Cnly bwo restrictions currently exist For the web password, it can't be

‘up2you’ and the web password can't be the same as the PDR. Please make these
passwards very unigue, IF the POR password is compromised, we don't wank the
attacker to also gain access to the website,

about password rules:
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