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Digest:

6680.15 - Removes “Department Personnel Bulletin 735-1, Employee Responsibilities and Conduct” and adds “USDA Incident Notification Plan”. 
6680.15b - Adds reference to Departmental Regulation 4070-735-001, Employee Responsibilities and Conduct.
6680.5 - Adds definitions for Anonymized Information, Audit Reduction, Collaborative Computing, Computer, Cryptography, De-identified Information, Harm, Linkable Information, Linked Information, Management Security Controls, Media, Mobile Code, Obscured Information, Operational Security Controls, Personally Identifiable (PII) Information Confidentiality Impact Level, Technical Security Controls.

Digest:

6680.61a - Adds publication NIST SP 800-27 Revision A, NIST SP 800-58, NIST SP 800-95, and NIST SP 800-122 to Exhibit 01.

6682.02 - Revises the Objective statement.

6682.04 - 6682.04r - Adds requirements for protecting the confidentiality of personally identifiable information (PII) to the responsibilities for Chief Information Officer in paragraph 26, Agency Information Systems Security Program Manager (ISSPM) in paragraph 29, Privacy Officer in paragraph 1, Information System Security Officer (ISSO) in paragraph 7, System Owners in paragraph 4, Information System or Application Program Managers and Application Developers in paragraph 1, Information Owners in paragraph 4, and Users in paragraph 4.  Adds requirements for approving or denying requests for exceptions to FS policy to responsibilities for ISSPM, ISSO, and System Owners.

6682.3 - Adds new policy statement and paragraph 1 that addresses PII issues.

6682.4 - Removes paragraph 2 under paragraph 3(1)(a) and direction on security.

6682.42 - Adds paragraph a. under paragraph 3 and direction on PII.

6682.47 - Removes code and direction and recodes caption and direction to 6682.51.

6682.51 - Establishes code and recodes to this section caption and direction previously found in 6682.47. 

6682.8 - Establishes code, caption and sets forth new direction “Planning Security Related Activity”.

6682.9 - Establishes code, caption and sets forth new direction “Protecting the Confidentiality of Personally Identifiable Information (PII)”.
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6680.1 - Authority

6680.11 - Laws
Title 5, United States Code, section 301 (5 U.S.C. 301), provides that the head of an executive department or military department may prescribe regulations for the use of its property.

Title 18, United States Code, section 1030 (18 U.S.C. 1030), prohibits unauthorized access to and use of Government computer systems.

Federal Managers’ Financial Integrity Act of 1982 (Pub. L. 97-255; 96 Stat. 814), requires that the Office of Management and Budget (OMB) evaluate agencies' accounting and administrative control systems and that agencies self-evaluate those systems.

Chief Financial Officers (CFO) Act of 1990 (Pub. L. 101-576; 31 U.S.C. 501; 104 Stat. 2838), requires that Forest Service Chief Financial Officers comply with applicable accounting principles, standards, and requirements and with internal control standards; to provide complete, reliable, consistent, and timely information.

The Paperwork Reduction Act of 1995 (44 U.S.C. 3501), mandates promoting the use of information technology to improve the productivity, efficiency, and effectiveness of Forest Service programs, and requires development and implementation of policies, principles, standards, and guidelines for information technology functions and activities.

Federal Information Security Management Act (FISMA) of 2002 (Pub. L. 107-347, Title 3; 44 U.S.C. 3541-3549), sets minimum information security requirements, requires agencies to implement information security protections commensurate with the magnitude of harm that could result from a security incident, and requires sufficient training for all personnel. 

Clinger-Cohen Act, formerly known as the Information Technology Management Reform Act (ITMRA) of 1996  (41 U.S.C. 251), repeals the Brooks Act (40 U.S.C. 759) and abolishes the Federal Information Resources Management Regulation (FIRMR).  

Rehabilitation Act of 1973 (21 U.S.C. 812), prohibits discrimination against people with disabilities, applies to programs conducted by Federal agencies; those receiving Federal funds, such as colleges participating in Federal student loan programs; Federal employment; and employment practices of businesses with Federal contracts.  The standards for determining employment discrimination under the Rehabilitation Act are the same as those used in Title I of the Americans with Disabilities Act.

Title 7, Code of Federal Regulations, section 2.60 (a)(27) (7 CFR 2.60 (a)(27)), sets out the delegation to the Forest Service to administer radio spectrum management for U.S. Department of Agriculture (USDA).

Computer Security Act of 1987 (15 U.S.C. 271), provides for IT security in Federal agencies and establishes the framework for Federal agencies to improve the security of their computer systems.

Children’s Online Privacy Protection Act (COPPA) of 1998 (15 U.S.C. 6501-6506), applies to the online collection of personal information by persons or entities under U.S. jurisdiction from children under 13 years of age.  It details what a web site operator shall include, in a privacy policy, when and how to seek verifiable consent from a parent or guardian, and what responsibilities an operator has to protect for children's privacy and safety online, including restrictions on marketing to children under 13 years of age.  The Federal Trade Commission (FTC) has the authority to issue regulations and enforce COPPA.  

Privacy Act of 1974 (5 U.S.C. 552), states in part, “No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains....”  

6680.12 - Executive Orders

Executive Order 10450, Security Requirements For Government Employment, issued April 27, 1953, specifies particular criteria and responsibilities for investigating the background and character of individuals employed or seeking employment in the Federal government to ensure that the interests of national security are met.

Executive Order 12968, Access to Classified Information, issued August 2, 1995, establishes a uniform Federal personnel security program for employees who will be considered for initial or continued access to classified information. 

Executive Order 13011, Federal Information Technology (IT), issued July 16, 1996, requires that agencies significantly improve the management of their information systems, including the acquisition of IT, by implementing the provisions of the Paperwork Reduction Act of 1995 (Pub. L.104-13; 44 U.S.C. 3501), the Information Technology Management Reform Act of 1996 (Pub. L. 104-106; 41 U.S.C. 251), and the Government Performance and Results Act of 1993 (Pub.L.103-62; 107 Stat. 285).  

6680.13 - Regulations

Title 5, Code of Federal Regulations, Part 731, Office of Personnel Management - Suitability.  Requires that every competitive service position have a risk determination and requires some specific procedural strategies, such as background investigations.

Title 5, Code of Federal Regulations, Part 732, Office of Personnel Management - National Security Positions.  Defines sensitivity level designations and investigative requirements for positions determined to be sensitive to national security.

Title 5, Code of Federal Regulations, Part 736, Personnel Investigations.  Describes investigation process for Federal employees.

Title 5, Code of Federal Regulations, Part 930, subpart C (5 CFR part 930, subpart C), Information Security Responsibilities for Employees Who Manage or Use Federal Information Systems.  Requires initial, continued and refresher security training for Forest Service employees responsible for the management or use of computer systems that process sensitive information.

Title 5, Code of Federal Regulations, Part 2635, Standards of Ethical Conduct for Employees of the Executive Branch, section 2635.702.  Prohibits use of public office for private gain.

6680.14 - Government-wide Directives and Standards

General Accounting Office, Federal Information Systems Controls Audit Manual. Describes the control activities, control techniques, and audit procedures for evaluating the separation of duties principles used in Federal agencies.

Office of Management and Budget Circular A-123, Management Accountability and Control.  Provides guidance to Federal managers on improving the accountability and effectiveness of Federal programs and operations by establishing, assessing, correcting, and reporting on management controls.

Office of Management and Budget Circular A-130, Security of Federal Automated Information Resources.  Establishes minimum controls to be included in Federal automated information security programs and assigns responsibilities for the security of automated information.

Office of Management and Budget Memorandum 07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information.  Establishes requirements to safeguard PII, to develop rules of conduct for handling PII, and to develop procedures for responding to and reporting PII breaches, and for external breach notification procedures.

Presidential Decision Directive 67, Enduring Constitutional Government and Continuity of Government.  Requires Federal agencies to develop Continuity of Operations Plans for Essential Operations.

Federal Information System Controls Audit Manual.  Provides guidance to auditors in evaluating internal controls over the integrity, confidentiality, and availability of maintained data.

Homeland Security Presidential Directive 7, Critical Infrastructure Identification, Prioritization, and Protection.  Establishes a national policy for Federal departments and agencies to identify and prioritize United States critical infrastructure, key resources, and to protect them from terrorist attacks.

Homeland Security Presidential Directive 12, Policy for a Common Identification Standard for Federal Employees and Contractors.  Requires the establishment of a mandatory, government-wide standard for secure and reliable forms of identification issued by the Federal government to its employees and contractors (including contractor employees).

6680.15 - U.S. Department of Agriculture Directives

Department Personnel Manual, Chapter 751, Discipline.  Provides guidelines for disciplinary action.

USDA Interim Guidance Memo, CS-010, Peer-to-Peer Networking and Copyright Protection.  Defines conditions for the authorized use of the Internet and protection of USDA information technology resources.

Departmental Notice 3300-012, Commercial Wireless Technologies in USDA - Unclassified Security Requirements for Wireless Networks in Unlicensed Frequencies.  Provides direction for the secure use of wireless network technologies.

USDA Incident Notification Plan, September, 2007.  Provides requirements and procedures for notification of officials, individuals, and the press when a breach of personally identifiable information has occurred.

6680.15a - Departmental Manuals

Departmental Manual 3140-001, Management Automated Data Processing (ADP) Security Manual.  Requires all U. S. Department of Agriculture (USDA) agencies to use individual user identifications and passwords to control access to any computing systems that process personal, financial, market–related, or other sensitive data.

Departmental Manual 3300-001, Telecommunications & Internet Services and Use. Provides authority for information resource management and provides guidelines for electronic mail and Internet use.

Departmental Manual 3505-000, USDA Computer Incident Response Procedures Manual.  Identifies different types of computer incidents and establishes procedures for reporting and handling them. 

Departmental Manual 3510-001, Chapter 2, Part I, Physical Security Standards for Information Technology (IT) Restricted Space.  Directs that information technology restricted space be considered part of the Forest Service’s critical infrastructure and provides detailed guidance for physically securing facilities containing critical information technology infrastructure and for identifying, reporting, mitigating, and correcting deficiencies.

Departmental Manual 3515-001, Collection of Web Page Cookies & Privacy Requirements Manual.  Requires all USDA agencies collect or create only that information necessary for the proper performance of agency functions and which has practical utility.

 Departmental Manual 3515-002, Privacy Impact Assessment (PIA) Manual.  Requires all USDA agencies to initiate a PIA in the early stages of the development of a system and to ensure that the PIA is completed as part of the required system life cycle reviews.
Departmental Manual 3555-001, USDA Certification and Accreditation Manual.  Provides direction for security certification and accreditation of information technology systems.

Departmental Manual 3505-001, Incident Response Procedures.  Requires all agencies to establish and implement an internal incident response capability and to have computer security incident response procedures in place that can be activated immediately.

Departmental Manual 3520-001, Configuration Management Policy and Responsibilities.  Sets requirements for system and product configuration and change management, including documentation and tracking.

Departmental Manual 3525-001, USDA Internet Access Security for Private Internet Service Providers.  Requires use of only the USDA Internet Access Network for entry to the Internet and specifies terms and conditions of exceptions to that requirement.

Departmental Manual 3525-002, USDA Internet Use and Copyright Restrictions.  Establishes policy on the use of government computers or networks for unauthorized purposes.

Departmental Manual 3525-003, Telework and Remote Access Security.  Requires that remote access be through secure firewalls/gateways using robust authentication and also requires agencies to centrally manage their remote access and dialup connections.

Departmental Manual 3530-001, Vulnerability Scan Procedures.  Requires vulnerability scanning of all Forest Service networks, systems, servers, and desktops, and establishes scanning procedures and responsibilities.

Departmental Manual 3530-004, Firewall Technical Security Standards.  Requires the use of firewalls between Forest Service and USDA networks and the use of secure Internet protocol (IP) connectivity from the Internet to USDA networks.  This policy also details procedures, including equipment and services, for meeting those requirements.

Departmental Manual 3530-005, Encryption Security Standards.  Provides direction to all USDA agencies and staff offices to use the Approved Protocols and Protection Techniques.

Departmental Manual 3535-001, USDA’s C2 Level of Trust.  Requires that all USDA servers that store, process, or maintain mission-critical or sensitive information must be secured according to the Departmental Manual (DM) standards, including the DM minimum password management requirements.

Departmental Manual 3540-001, Risk Assessment Methodology.  Provides direction and requirements for risk assessment and provides Forest Service information system security program manager (ISSPM) responsibilities.

Departmental Manual 3540-002, Risk Assessment and Security Checklists.  Provides direction on use of security program assessment checklists and provides Forest Service Chief Information Officer and ISSPM responsibilities.

Departmental Manual 3545-001, Security Awareness and Training.  Requires agencies to develop, implement, and maintain an information technology security awareness and training program to ensure the security of information systems.

Departmental Manual 3550-002, Sensitive but Unclassified information Protection. Requires all USDA agencies and staff offices to identify and provide adequate security protection for Sensitive but Unclassified (SBU)/Sensitive Security Information (SSI).
Departmental Manual 3550-002, Portable Electronic Devices & Wireless Technology.  Requires all USDA agencies and staff offices to develop an agency secure approach for the implementation of portable electronic devices (PEDs) and wireless technology.

Departmental Manual 3560-001, Security Requirements for Capital Planning and Investment Control (CPIC).  Requires all USDA agencies and staff offices to institute a formal CPIC process and execute all CPIC responsibilities for both the overall security program and all major IT investments.
Departmental Manual 3565-001, Annual Security Plans for Information Technology (IT) Systems.  Requires agencies to develop and maintain security plans, provides security plan guidance, and provides Forest Service Chief Information Officer and ISSPM responsibilities.

Departmental Manual 3570-001, IT Contingency and Disaster Planning.  Defines and describes information technology (IT) contingency planning and provides requirements and responsibilities for developing and implementing disaster recovery and business resumption plans.

Departmental Manual 3575-001, Security Controls in the Systems Development Life Cycle.  Requires USDA agencies and staff offices to select a systems development life cycle and implement the appropriate baseline security controls during the life of all information technology systems.

Departmental Manual 9610-2, USDA Security Policies and Procedures for Laboratories and Technical Facilities (Excluding Biosafety Level (BSL) 3 Facilities).  Establishes policy for the security of critical assets.

6680.15b - Departmental Regulations

Departmental Regulation 3140-1, USDA Information Systems Security Policy.  Directs all USDA agencies to design, implement, and maintain an adequate security program for information resources; establishes guidelines for system usage; and requires implementation of comprehensive information protections, including individual accountability, throughout Forest Service functions and mandates the practice of separation of duties to the extent possible.

Departmental Regulation 3140-2, Internet Security Policy.  Directs all USDA agencies to develop and implement an Internet security policy, establishes minimum security requirements, and identifies some prohibited uses.

Departmental Regulation 3440-002, Control and Protection of “Sensitive Security Information”.  Directs all USDA agencies to safeguard unclassified but sensitive security information within its control.

Departmental Regulation 4070-735-001, Employee Responsibilities and Conduct.  Sets out requirements for all U.S. Department of Agriculture (USDA) employees in a variety of areas related to employee conduct; section 16 addresses use of computers.

6680.2 - Objectives

To evaluate, regulate, and monitor the effectiveness of security controls that safeguard information technology (IT) resources that support the Forest Service mission.

6680.3 - Policy

1.  Implement and monitor appropriate security controls at all levels of the Forest Service to protect the confidentiality, integrity, and availability of the information, information systems, and information technology (IT) that supports the Forest Service mission.

2.  Include appropriate provisions in contracts, agreements with cooperators, and other instruments to ensure that non-Forest Service personnel who work with Forest Service information, information systems, and IT follow requirements for appropriate use and security of Forest Service-owned and leased information resources as set out for employees in the Forest Service Directive System and other authorities (FSM 6680.1).

3.  Allow exceptions to the requirements in FSM 6680 only through exception-specific waivers granted by the Forest Service Chief Information Officer or, if authority is delegated by the Chief Information Officer (CIO), by the information system security program manager (ISSPM).

a.  Before granting exceptions to the requirements in FSM 6680, execute form 
FS-6600-11, Request for Exception-Specific Waiver of a Forest Service Security Policy Requirement.

4.  Implement this policy, within six months of issuance for existing system and immediately for new systems, by following standard CIO-approved procedures.

6680.4 - Responsibility [Reserved]

6680.5 - Definitions

Access.  A connection between users, or processes acting on behalf of users, and devices, files, records, processes, programs, domains or other objects in an information system that allow reading, writing, modification or deletion of those objects depending on level of access.

Access Control.  Mechanisms and policies that restrict or control access to an information system and the data in that system.  An access control list (ACL) specifies what operations different users can perform on specific files and directories (assets).

Account Requester.  An account requester is a Forest Service employee authorized to request an account on behalf of another employee, contractor, or cooperator.   
Accreditation.  The official management decision by the accrediting authority to authorize operation of an information system and to explicitly accept the risk to Forest Service operations (including mission, functions, image, or reputation), assets, or individuals, based on the implementation of an agreed-upon set of security controls.

Accrediting Authority (AA).  Official with the authority to formally assume responsibility for operating an information system at an acceptable level of risk to agency operations (including mission, functions, image, or reputation), agency assets, or individuals.

Accrediting Authority’s Designated Representative.  An individual selected by an authorizing official to act on his or her behalf in coordinating and carrying out the necessary activities required during the security certification and accreditation (C&A) of an information system. 

Administrative Controls.  Safeguards that require proper management and control of information and information systems.  These safeguards include policy and certification and accreditation programs (NIST SP 800-12).

Anonymized Information XE "Anonymized" .  Previously identifiable information that has been de-identified and for which a code or other link no longer exists.

Asset.  A major application (MA), general support system (GSS), high impact program, physical plant, mission critical system, or logically related group of systems.  Also, a physical or intangible item of value to an organization or individual.

Assurance.  The grounds for confidence that the security controls being used will operate correctly and will be effective in the operational environment.

Audit Reduction.  Reduction in the amount of information contained in audit records as well as the filtering of raw log data into useful information.

Authentication.  A security control or service that ensures only authenticated individuals are allowed access to information system resources.

Authenticator.  A device or piece of information that uniquely identifies a user of an information system.  Authenticators include, but are not limited to: tokens, public key infrastructure (PKI), certificates, passwords, and key cards.

Authorized Investigation.  A formal investigation, of known or suspected illegal or improper activity, that is allowed, initiated, and conducted in accordance with applicable law, regulation, and policy.  Authorized investigations are normally conducted by Human Capital Management (HCM) or Law Enforcement and Investigations (LEI) personnel.

Authorized Software.  Software that is part of the standard Forest Service image, for which the Forest Service owns a Forest Service license, or that has received technical approval (FSM 6610).

Availability.  A requirement intended to assure that systems work promptly and service is not denied to authorized users (NIST SP 800-12).

Background Investigation.  An investigation to determine the suitability, eligibility, or qualifications of individuals for Federal employment, for work on Federal contracts, or for access to classified information or restricted information systems or functions.  The level of scrutiny will vary depending on the sensitivity of the functions to be performed or the information to be accessed by the individual being investigated.  A background investigation can include written or telephone inquiries and/or personal contacts.

Backup.  Copying information system files and data to a second, separate medium or area, such as a disk, tape, or alternate disk partition, as a precaution in case the first or primary medium fails, or data contained on the first or primary medium is damaged or lost.

Back-up Site (Alternate Site).  A facility that is able to support system operations in restoring critical systems to an acceptable level as defined in the disaster recovery plan (DRP).  Sites are referred to as: cold, warm, hot, mobile, and mirrored.

Baseline Configuration.  The documentation, hardware, and software that make up a configuration item (CI) at a given point in its life cycle.  The baseline serves as a point of departure or reference for the next life cycle stage.  In the Forest Service standard life cycle, baselines are established after each life cycle phase.

Baseline Controls.  The minimum security controls recommended for an information system based on the system’s security categorization in accordance with Federal Information Processing Standard (FIPS) 199.

Best Practices.

a.  For purposes of IT, those techniques or methodologies that, through experience and research, have proven to reliably lead to a desired result.  A commitment to using the best practices in any field is a commitment to using all the knowledge and technology at one's disposal to ensure success.

b.  In the software development process, those well-defined methods that contribute to a successful step in product development.  Throughout the software industry, several best practices are widely followed; some of the more commonly used are: an iterative development process, requirement management, quality control, and change control.

Business Continuity Plan (BCP).  A plan for sustaining organization business functions, and the information systems that support them, during and after a disruption.  A BCP may be for a specific business process or all key business processes and may cover long term recovery in addition to interim business continuity requirements.  A Disaster Recovery Plan (DRP), Business Resumption Plan, and occupant emergency plan may be appended to the BCP.

Business Impact Analysis (BIA).  An analysis of the business processes and interdependencies used to characterize contingency requirements and priorities in the event of a significant disruption of service.

Business (Information) Owner.  The agency official with statutory or operational authority for specified information and is responsible for establishing the controls for information generation, collection, processing, dissemination, and disposal. 

Business Resumption Plan (BRP).  A plan for the restoration of business processes and functions after a disruption, separate from plans and procedures to sustain business functions during a disruption.

C2 Level of Trust.  A standard defined in Departmental Manual (DM) 3535-001, that describes minimum security measures to be taken on certain computing systems owned or operated by or on behalf of USDA and its agencies. C2 (Controlled Access Protection) is a security rating established by the National Computer Security Center, based on the Department of Defense Trusted Computer System Evaluation Criteria. 

Certification.  A comprehensive assessment of all security controls in an information system, made in support of accreditation, to determine if those controls are implemented correctly, operating as intended, and producing the desired outcome.

Certification Team.  The group responsible for carrying out a security certification, usually consisting of technical personnel from the business unit responsible for the certification.

Certifying Official.  An independent, objective, third-party, technical liaison for all stakeholders in a certification and accreditation (C&A) process, and the person responsible for reviewing and accepting the certification.  The certifying official shall be a Forest Service employee.

Chain of Custody.  The identification, protection, and tracking of evidence by each responsible party to prevent loss, breakage, alteration, or unauthorized handling.

Change Management Board (CMB).  A body of qualified individuals responsible for controlling configuration management (CM), including approval of baseline documentation and the review, analysis, and approval of configuration changes.

Change Management Board Secretariat.  The individual(s) or organization that provides administrative support to the CMB, such as coordinating meeting schedules, distributing read-ahead materials and Board correspondence, taking notes during meetings, and so forth.

Collaborative Computing.  The use of information transfer technology to support input from more than one person into a work product.  Collaborative computing mechanisms include, for example, video and audio conferencing capabilities and explicit indication of use includes, for example, signals to local users when cameras and/or microphones are activated. 
Compensating Security Controls.  Security control that can be applied to one or more agency information systems and has the following properties: the development, implementation, and assessment of the control can be assigned to a responsible official or 
organizational element (other than the system owner); and the results from the assessment of the control can be used to support the security C&A processes of an agency information system where that control has been applied.

Computer.  A general-purpose machine that processes data according to a set of instructions that are stored internally either temporarily or permanently.  The computer and all equipment attached to it are called hardware. The instructions that tell it what to do are called "software." A set of instructions that perform a particular task is called a "program" or "software program."

Computer Security Incident.  Any adverse event that affects or threatens the confidentiality, integrity, or availability of some aspect of an information system or the data it contains.

Confidentiality.  Preserving authorized restrictions on information access and disclosure, including controls for protecting personal privacy and proprietary information.

Configuration.  The functional and/or physical characteristics of a system as specified in the technical documentation and realized in a product.  It includes all of the characteristics of the system that must be controlled, such as version, content, technical documentation, data needed for operation, and other essential elements.

Configuration Audit and Verification.  The process used to verify that a product’s performance requirements have been achieved by the product/system design and accurately documented.

Configuration Control Authority.  The person, usually a project or system manager, responsible for controlling information system design solutions for meeting operational user requirements.

Configuration Item (CI).  Any piece of hardware, software, or both that satisfies an end use function and is designated for separate configuration management, such as individual software applications contained by the same system. 

Configuration Management (CM).  Controlling and documenting the configuration of an information system throughout its life to ensure that the system components are well defined and cannot be changed without proper justification and full knowledge of the consequences.

Configuration Management Authority (CMA).  The person, usually the Chief Technology Officer (CTO), responsible for approving the entire CM structure and processes and who has authority over all CM activities and roles for Forest Service information systems.

Configuration Management Library.  The repository in which CIs are stored.  For software and documents, the library may be an aggregation of electronic files that each store a separate or unique type of information.  For hardware, it may be a shelf or other location where reference equipment is stored.

Configuration Management Specialist.  The person responsible for managing and operating a CM system, including physically controlling system documentation and ensuring that CM processes are followed.

Configuration Status Accounting.  The system of records that provides tracking of configuration documentation changes and documenting CIs.  These records should include both current and historical information to ensure traceability from the initial requirements or previous baseline.

Contingency Plan (CP).  A plan for responding to emergencies such as attacks, disruptions, or disasters to sustain or restore systems and functions affected by the event, minimize impact, and eventually repair damage and return to normal operations.  CPs normally include emergency response and backup operations.

Contingency Planning.  The dynamic development of a coordinated recovery strategy for information systems or application, operations, and data after a disruption.  The planning process requires several steps: develop policy; conduct BIA; identify preventive controls; develop recovery strategies; develop contingency plan; test and exercise the plan; train personnel; and maintain the plan.

Contingency Planning Coordinator (CPC).  A person who designates appropriate teams to implement the recovery strategy.  Each team should be trained and ready to deploy in the event of a disruptive situation requiring plan activation.

Contingency Plan Testing.  Either a tabletop or a functional test to validate and evaluate contingency procedures and the ability of recovery teams to implement the plan.  It identifies any deficiencies in the plan that should be addressed during plan maintenance.

Continuity of Operations Plan (COOP).  A plan for restoring Forest Service essential functions (often a headquarters or similar level element) at an alternate site for up to 
30 days following a disaster or other event that makes the primary site unusable.  Minor disruptions that do not require relocation to an alternate site are typically not addressed.

Corporate Data.  Information owned, collected, maintained, or generated by the enterprise that has inherent value to and is intended for consistent, shared use within the enterprise.  For example, a database of the enterprise’s customer information would be considered corporate data.  Documents generated outside the Forest Service, but used by a single employee while executing assigned duties would not be considered corporate data.

Crisis Communication Plan.  A plan for internal and external communications during an emergency or other crisis that details decisions, procedures, and actions to ensure that accurate, timely information flows efficiently between those who need to be kept informed, such as decision makers, emergency responders, managers, media, and those affected by the emergency.

Critical Control Functions.  Tasks that are entrusted to one person with control of more than one critical stage of a process.

Cryptography.  The study of mathematical techniques related to aspects of information security such as confidentiality, data integrity, entity authentication, and data origin.

Data Center.  An area, room, group of rooms, building(s), or installation housing multiple general-purpose multi-user or specialized high-performance computers and related data/voice/video/radio communications facilities servicing the needs of one or more USDA agencies and conforming to the definition for a Type I or Type II automated data processing (ADP) facility found in DM 3140-001.

Database Administrator.  A person responsible for the design and management of one or more databases and for the evaluation, selection, and implementation of database management systems.  Tasks might include controlling an organization’s data resources, using data dictionary software to ensure data integrity and security, recovering corrupted data, eliminating data redundancy, and using tuning tools to improve database performance.

De-identified Information XE "De-identified" .  Records that have had enough PII removed or obscured such that the remaining information does not identify an individual,  De-identified information should provide no reasonable basis to believe that the information alone can be used to identify an individual.
Demilitarized Zone (DMZ).  A network that connects an untrusted network to a trusted network, but is part of neither.

Determination of Suitability.  A formal, documented determination of whether or not a person is eligible for federal work, and associated information system access, based on relevant aspects of that person’s character or conduct as revealed during the course of a background investigation and screening process.

Disaster Recovery Plan (DRP).  A plan to restore operation of systems, functions, or facilities when major, usually catastrophic, events make them inoperable or inaccessible for an extended period.  DRPs frequently address restoring operations at an alternate site or facility, but are usually narrower in scope and do not address minor disruptions not requiring relocation.

Disruption.  An unplanned event, such as a power outage or facility damage, that causes an information system to be inoperable or unavailable for an unacceptable length of time.

Due Care.  The minimum and customary practice of responsible protection of assets.

Due Diligence.  The prudent management and execution of due care.

Emergency Account.  A limited duration account granted during times of immediate, critical need, such as incident response or disaster recovery, when there is not time to follow established personnel screening and account creation procedures.

Employee Non-work Time.  Time when the employee is not otherwise expected to be addressing official business. 

Encryption.  The process of transforming readable information, such as plain text, into cipher text, a type of code that requires a secret key or password to be transformed back into the original readable information.

Facility Manager.  The line officer (or staff member(s) with authority delegated by the line officer) who has the responsibility for managing a facility (campus, building, or space within a building) that also contains IT controlled space or IT restricted space.  Regardless of whether the facility is owned or leased by the Forest Service, this role includes those having responsibility for obtaining or coordinating utilities, janitorial, maintenance, space planning, engineering services, and other property or building management functions for the facility.  The role also includes coordinating with Law Enforcement and Investigations (LEI) for HSPD-12 and physical security implementation, Information Resources Management Information Security Branch for IT controlled space or IT restricted space requirements, and Acquisition Management and/or Engineering or other architectural staff, to ensure that security requirements of the facility are met.

Failover.  A configuration method that provides for the automatic transfer of operations from a primary system to a secondary or backup system, in the event of the failure of the primary.

Firewall.  A hardware and/or software system designed to prevent unauthorized access to or from a private network, particularly unauthorized access from the Internet.  A firewall typically examines all traffic to or from a private network and blocks any that does not meet specified security criteria.

Forest Service IT Resources.  Forest Service-owned or -leased components of the IT infrastructure, including but not limited to: personal computers and related peripheral equipment and software, library resources, telephones, cellular telephones, facsimile machines, photocopiers, Internet connectivity and access to Internet services, and e-mail.

Friendly Termination.  Friendly termination may occur when an employee voluntarily transfers, resigns to accept a different position, or retires.  To the extent possible, use consistent procedures for handling friendly suspensions and terminations.  

Gap Analysis.  A study to identify areas or issues in policies, plans, or processes that have been addressed either incompletely or not at all.

General Support System (GSS).  An interconnected information resource under the same direct management control that shares common functionality.  It normally includes hardware, software, information, data, applications, communications, facilities, and people, and provides support for a variety of users and/or applications that, in turn, support mission-related functions.

General Support System (GSS) /Application Program Manager.  The official responsible for the system or application during its initial development and acquisition, and who is concerned with cost, schedule, and performance issues.

Generic System Access Account.  A system, functional, multi-user or non-user-based account.  The account is not directly assigned to a single user for the entire life of the account.

Generic System Access Account Manager.  The Forest Service employee designated as custodian of a given generic system access account.  The manager is responsible for the actions performed by those persons using said account.  See Generic System Access Account.

Hacking or Cracking Tools.  A class of software tools used to decrypt, usually via brute force methods, encrypted information, such as passwords.

Harm XE "Harm" .  Any negative or unwanted effects that would be experienced by an individual XE "Individual"  (i.e., that may be socially, physically, or financially damaging) or an organization if the confidentiality of PII were breached

Image.  The current, approved operating system and corporate software, initially installed on IT devices.   Images change as patches, updates, and new corporate software is installed.

Incident Handling.  The mitigation of violations of security policies and recommended practices (NIST SP 800-61, p. D-2).

Incident Reporting.  Notification to appropriate officials, such as Computer Incident Response Team (CIRT), that an incident is suspected, confirmed, or in progress, and ongoing communication and analysis related to the incident or its resolution.

Incident Response Plan (IRP).  The plan that defines what constitutes an incident and provides a step-by-step process that should be followed when an incident occurs.  

Individual.  A citizen of the United States or an alien lawfully admitted for permanent residence.

Information.  Corporate data in digital or hardcopy format at any stage of processing such as, but not limited to, input, output, storage, transmission, or hardcopy.

Information in Identifiable Form.  Information in an IT system or online collection:
that directly identifies an individual (name, address, social security number, or other identifying number or code, telephone number, email address, etc.); or by which an agency intends to identify specific individuals in conjunction with other data elements, (indirect identification).  These data elements may include a combination of gender, race, birth date, geographic indicator, and other descriptors.

Information Remanence.  A residual representation of data that has been in some way nominally erased or removed.

Information System.  The combination of hardware, software, and communications facilities that, together, provide for the processing and management of information. 

Information System Security Officer (ISSO).  The individual responsible to the information system security program manager (ISSPM) and to the AA or system owner for ensuring the required operational security is maintained for an information system.

Information System Security Program Manager (ISSPM).  The agency official delegated by the Chief Information Officer to oversee the agency’s Information System Security Program (ISSP).  The ISSPM may further delegate oversight responsibilities in certain areas to assistant ISSPMs (AISSPM).

Information Technology (IT).  General purpose, commercially available, automated data processing components (equipment, software, and IT services) and the hardware systems created from them, regardless of size, use, capacity, price, or method of acquisition.

Information Technology-related Risk.  The potential adverse impact on Forest Service operations (including mission, functions, image, or reputation), assets, or individuals, based on the level of impact of a threat to an information system and the likelihood of that threat occurring. 

Information Technology Contingency Plan (ITCP).  A coordinated strategy involving plans, procedures, and technical measures that enable the recovery of IT systems, operations, and data after a disruption.
Information Technology (IT) Controlled Space.  Physical locations that contain telecommunication network access points (wired or wireless routers, switches, LAN or other network patch panels, modems, or other data circuit terminating equipment) or servers and associated IT equipment.  Individual cabinets, cages, lockers, lockable racks, closets, or small rooms containing such equipment (including computer training rooms), and computer rooms servicing regional or smaller audiences are examples of IT controlled space.

Information Technology (IT) Help Desk.  A service that provides information and assistance to the users of an information system.
Information Technology (IT) Restricted Space.  Physical locations that house systems with a security categorization of “high” or that house highly sensitive critical Forest Service information technology infrastructure components.  Locations housing major Forest Service data centers and telecommunications resources, Web farms, or locations servicing more than 10,000 users or that house consolidated national databases for major agency applications are examples of IT restricted space.
Instant Messaging.  Two-way, real-time, internal or external communication via plain text messages, which are less secure than email because they can be intercepted and read and which are transmitted via commercial software and services (such as AOL Instant Messenger or Yahoo! Messenger).

Integrity.  Information that is timely, accurate, complete, and consistent.  Assuring data integrity requires that changes to information and programs be authorized and implemented in a specified manner.  System integrity assurance requires that a system perform its intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of the system (NIST SP 800-12).

Interconnected Systems.  Information systems that communicate with each other via hardware or network linkages for the purpose of sharing resources, or transmitting, or providing access to data.  

Interconnection Security Agreement (ISA).  An agreement established between the organizations that own and operate connected IT systems to document the technical requirements of the interconnection.  The ISA also supports a Memorandum of Understanding/Agreement (MOU/A) between the organizations.

Intrusion Detection.  The process of monitoring the events occurring in a computer or network systems and analyzing them for signs of attempts to bypass security controls or to compromise the integrity, confidentiality, or availability of the system.

Least Privilege.  The principle that an information system should enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.

Life Cycle.  Refer to System Development Life Cycle (SDLC).

Linkable Information. Information that is not sufficient to allow the recipient to distinguish any individual, but that may be matched or compared to information from a secondary data source that is available to the general public or can be otherwise obtained, in order to link together information and potentially distinguish individuals.
Linked Information.   XE "Linked" Information that is not sufficient to distinguish an individual when considered separately XE "Individual" , but which could distinguish an individual when taken collectively or if considered in conjunction with other data elements in the same system or in a closely-related system XE "Personally identifiable information" 

 XE "Individual" .

Local Backup Waiver.  A waiver granted to an end-user permitting the user to use local removable or external media to store backup copies of corporate data, instead of storing such data on corporate servers.

Logical Access.  The ability to interact electronically with the data in an information system, normally through access control measures such as providing a username and password.

Management Security Controls.  The safeguards or countermeasures for an information system that focus on the management of risk and the management of information system security.

Major Application (MA)/Information System.  An information system that requires special management attention because of its importance to the Forest Service mission; its high development or operational cost; or its significant role in the administration of Forest Service programs or business.

Major Change.  Changes that affect the security controls of an information system and could render the system vulnerable to compromise or intrusion.

Malware.  Deliberately malicious software intended to cause inconvenience, destruction or disruption of computer usage or access to computer resources, or the breaking of computer security policies or provisions.

Media.  Physical devices or writing surfaces including, but not limited to, magnetic tapes, optical disks, magnetic disks, Large-Scale Integration (LSI) memory chips, and printouts (but not including display media) onto which information is recorded, stored, or printed within an information system (e.g., digital media such as diskettes, tapes, removable hard drives, flash or thumb drives, compact discs, and digital video discs and non-digital media such as paper or microfilm).

Memorandum of Understanding/Agreement (MOU/A).  A legal document describing a bilateral agreement between parties.  It expresses a convergence of will between the parties, indicates an intended common line of action rather than a legal commitment.
Minimal Additional Expense.  In the context of employees’ limited personal use of Forest Service IT resources (allowed under DR 3300-1), those situations where the Forest Service is already providing equipment or services and the employee's use of such equipment or services would not result in any additional cost to the Forest Service; involves only normal wear and tear on equipment; or would expend only small amounts of electricity, ink, toner, or paper.

Misuse.  The use of any Forest Service IT resource in a way that violates Department or Forest Service policy or local, state, or Federal law.

Mobile Code.  Software programs or parts of programs obtained from remote information systems, transmitted across a network, and executed on a local information system without explicit installation or execution by the recipient.  Mobile code technologies include, for example, Java, JavaScript, ActiveX, PDF, Postscript, Shockwave movies, Flash animations, and VBScript.

Monitoring.  The routine process of recording activities executed on information systems for the purpose of identifying and resolving problems.

Need to Know.  The necessity for access to, knowledge of, or possession of classified or other sensitive information to carry out officially sanctioned duties.  Responsibility for determining whether a person’s duties require possession or access to this information rests upon the individual having current possession (or ownership) of the information involved and not upon the prospective recipient.

Network Administrator.  A person who manages a local area communications network (LAN) or wide area network communications (WAN) within an organization. Responsibilities may include network security, installing new applications, distributing software upgrades, monitoring daily activity, enforcing licensing agreements, developing a storage management program, and providing for routine backups.

Network Perimeter.  The boundary between a Forest Service-owned and controlled network and any other network (public, private, or government).  A dedicated connection to the Internet is an example of a network perimeter.

Network Perimeter Device.  Any device such as a router, firewall, or switch that routes data packets between two networks.

Obscured Information.  Information that has been distorted by cryptographic or other means to hide data.  It is also referred to as being masked or obfuscated.

Occupant Emergency Plan (OEP).  A plan for how occupants of a facility will respond to a fire, attack, severe weather, medical emergency, or other event that poses a potential threat to the health and safety of personnel, the environment, or property.  OEPs are usually specific to a particular facility and its geographic location.

Operational [Security] Controls.  The safeguards or countermeasures for an information system that are primarily implemented and executed by people (as opposed to systems).

Packet.  A piece of a message or data stream transmitted over a network.  Each packet contains both content and a “header” with information about the content, such as source and destination addresses.

Packet Filtering.  A process of controlling network access by analyzing the headers of incoming and outgoing packets and letting them pass or not pass based on pre-established security rules.  Packet filtering is one technique for implementing a firewall.

Password Management.  The application and enforcement of policies and procedures governing the use of passwords for information system access and authentication.  Also, password management is the more specific control and tracking of system passwords, including creation, assignment, deletion, resetting, and configuration.

Peer-to-Peer Networking.  A form of two-way Internet communication established via the use of special software, in which all machines involved act as both client and server.  

Personal Electronic Devices (PEDs).  Portable electronic equipment intended for use by an individual, including laptops, cell phones, palm or pocket personal computers (PCs), and so on.

Personally Identifiable Information (PII).  Information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.

Personally Identifiable Information (PII) Confidentiality Impact Level XE "Potential impact" .  The category assigned to PII based on the potential harm that could result to the subject individuals and the organization if the PII were inappropriately accessed, used, or disclosed.  The possible levels are low, moderate, and high.

Personal Use.  Activity conducted for purposes other than accomplishing official business or otherwise authorized activity.  Employees are allowed to make limited personal use of telecommunications and IT and resources under the provisions of DR 3300-1, but are specifically prohibited from using Forest Service IT resources for uses such as maintaining or supporting a private business.

Personnel Screening.  The process of reviewing the character or conduct of a person to determine if he or she is suitable for the proposed level of access to Forest Service information and information systems.  Screening will typically involve a review of the results of a background investigation, and will result in either a favorable or non-favorable judgment (adjudication) as to the suitability of the individual for the proposed level of access.

Physical Security Controls.  Measures taken to protect systems in buildings and related supporting infrastructures against threats associated with physical environment.  These safeguards might include protections against fire, structural collapse, plumbing leaks, physical access controls, and controls against the intercept of data (NIST SP 800-12).

Platform for Privacy Preferences (P3P).  A statement about site privacy practices written in a standard computer language (not English text) that can be detected and read, automatically, by a Web browser.

Point Solution.  An individual personal computer, server, or software product dedicated to a specialized service or application, for which a technical approval has been received.  Point solutions may or may not be connected to or available on the network.  (See also the definition for “stand-alone point solutions.”)

Preventive Measures.  A risk management process implemented to identify, control, and mitigate risks or threats to an information system so as to reduce or eliminate vulnerabilities and the consequences of threats.

Primary User ID.  An enterprise-wide, unique, user identification login associated with all system accounts for that user.

Pristine Media.  The original, non-editable media (normally a compact disc) obtained from the manufacturer with the software license.

Pristine State.  The condition into which hardware should be placed prior to issuance (including re-issuance).  All corporate or user data, and all user customizations or modifications, if present, should be removed from the device, and if a corporate image for the device exists, the current version of that image for the particular device should be placed (or replaced) on the device.  If no corporate image exists for the device, it should be placed in the same state in which it was originally delivered to the Forest Service.

Privacy Impact Assessment (PIA).  An analysis of how information is handled: 

a.  To ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy, 

b.  To determine the risks and effects of collecting, maintaining, and disseminating sensitive information or information in identifiable form in an electronic information system, and 

c.  To examine and evaluate protections and alternative processes for handling information to mitigate potential privacy risks (E-Government Act of 2002).

Privacy Officer.  The Forest Service official responsible for development and implementation of policies and procedures necessary for compliance with all privacy-related legislation and regulation, and for conducting oversight activities to ensure such compliance within the Forest Service.

Privilege.  In the context of the policy for limited personal use provided by DR 3300-1, the extension by the Forest Service to its employees of the opportunity to use Forest Service telecommunications and IT equipment and services for limited personal use.  This privilege, however, does not give employees the right to use Forest Service IT resources to modify such equipment, including loading personal software or making configuration changes.

Privileged User.  A privileged user is an individual who is authorized to access system control, monitoring, or administration functions on Forest Service systems.  These are functions that provides the capability to alter the properties, behavior, or control of the system or resource.  It includes, but is not limited to:

a.  "Super user," "root," or equivalent access, such as access to the control functions of the information system/network or administration of user accounts.

b.  Access to change control parameters of routers, multiplexers, and other key information system/network equipment or software.

c.  Authority to control and change program files, and other users’ access to data.

d.  Direct (unmediated) access to operating system level functions that would permit system controls to be bypassed or changed.

e.  Access and authority for installing, configuring, monitoring, or troubleshooting security monitoring functions such as network/system analyzers, intrusion detection software, firewalls, or for performance of network operations.

Prohibited Software.  Software which is prohibited from being installed on agency computers in accordance with the established policy, unless specifically authorized by waiver for use in the performance of official duties.

Public Key.  The key of an encryption pair used to encrypt confidential information meant to be decrypted by a private key.  The public key is made publicly available normally in the form of a digital certificate.

Public Key Infrastructure (PKI).  A framework for creating a secure way to exchange information over the internet based on public key cryptography.  A PKI uses digital certificates, Certificate Authorities, and other registration authorities that verify and authenticate the validity of each party involved in an internet transaction. 

Record.  Any item, collection, or grouping of information about an individual, identifiable to that individual and maintained by an agency (Privacy Act).

Recovery.  Restoring a failed, damaged, or disrupted information system to a previous known good state.  Recovery normally relies on the use of system backups.

Recovery Objective.  An objective expressed in the delivery of products or services to which an information system must be recovered to meet full business objectives.

Recovery Time Objective.  A time metric derived from the BRP developed by the business owner.  Recovery time objective should also take into account cost benefit analysis (CBA).

Remediation.  The process of removing vulnerabilities from information systems, either by correcting the design or programming of the system itself, or by implementing compensating procedural controls or other mitigation steps.

Remote Access.  The ability to connect and log into a network from an offsite location such as a home, satellite office, hotel room, or airport usually by means of a direct connection such as dialup or through the public Internet using secure connection software.

Requirements Baseline.  The first baseline, which consists of an approved system requirements document and against which the system is authorized.  These functional and system prerequisites become the explicit point of departure for system development, against which changes can be proposed, evaluated, implemented, and controlled.

Residual Risk.  The risk that remains after security measures have been applied.

Retrievable.  A characteristic describing the ability to obtain or “pull up” a record in such a way that would allow a person to identify the subject of the record.

Risk Assessment (RA).  The process of identifying the risks to system security by determining applicable threats, vulnerabilities, the probability of occurrence of a vulnerability being exploited, and the resulting impact to the system and the business function it supports.

Risk Assessment Team.  An ad hoc team of information resource management specialists that includes a team manager, a systems engineer, and a network specialist.  The team schedules and performs in depth RAs of Forest Service information systems and recommends options for mitigating risk findings.

Risk Management.  The process of managing risks to Forest Service operations, (including mission, functions, image, or reputation), assets, or individuals from the operation of an information system.  Risk management includes RA; cost-benefit analysis; the selection, implementation, and assessment of security controls; and the formal authorization to operate the system.

Role-Based Training.  The targeted teaching of concepts and skills based on a person’s role in an organization or operation and the specific functions they perform.

Roles and Responsibilities.  The functions performed by a position in a specific situation and obligations to tasks or duties for which that position is accountable.

Routine Use.  With respect to the disclosure of a record, the use of such record for a purpose that is compatible with the purpose for which it was collected (Privacy Act).

Rules of Behavior.  A set of rules that describes user responsibilities and expected behavior for the use of information systems.

Security Awareness.  A learning process that demonstrates to end users the importance of IT security.

Security Breach.  Illegal or unauthorized access to or use of an information system that causes or could cause harm to the system or the information it contains.

Security Category.  The characterization of information, or an information system, based on an assessment of the potential impact that a loss of confidentiality, integrity, or availability of such information or information system would have on Forest Service operations, assets, or individuals.

Security Clearance.  A categorization describing the level of access permitted to a person who has a need to access information officially classified as national security information.  The security clearance does not confer a right to access information classified at the clearance level, but permits such access if the individual possessing the clearance has a valid need-to-know.  A security clearance is granted only after an inquiry into an individual’s loyalty, character, trustworthiness, and reliability to ensure that he or she is suitable for access to information officially classified as national security information.

Security Controls.  Management, operational, and technical safeguards or countermeasures prescribed for an information system to protect the confidentiality, integrity, and availability of the system and its information.

Security Test and Evaluation (ST&E).  An evaluation of all hardware, software, and physical security features that are part of an information system to determine what threats and vulnerabilities exist.  The findings are documented and recommendations are made that may be included in the RA.

Security Test and Evaluation Team.  Personnel who validate the results of the risk assessment and verify that the system security plan controls are present and operating correctly.  Members are independent of the IT organization and the business function responsible for performing the system ST&E.

Security Training.  The teaching of system security skills so that a specific function can be performed without creating unacceptable information system security risks.

Sensitive Compartmented Information (SCI).  Classified information concerning or derived from intelligence sources, methods, or analytical processes, which is required to be handled within formal access control systems established by the Director of Central Intelligence.

Sensitive Compartmented Information Facility (SCIF).  An area, room, group of rooms, buildings, or installation where SCI may be stored, used, discussed, and/or processed.

Sensitive Information.  Any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an Executive order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.

Separation of Duties.  The principle of distributing critical information system support and processing functions among different individuals or positions to ensure that no one person or position has all authority or access necessary to conduct fraudulent activity or compromise information security controls.

Servers.  Equipment that enables the sharing of data or services across a network.

Session Cookie.  A small file that contains information about the user’s computer that disappears when the user’s browser is closed.  Session cookies are temporary and only used during a single browsing session that does not collect information in ways that raise privacy concerns. 

Significant Change.  A modification that impacts the operating environment, functional design, operation, or protective controls required for a system.  Changes in user audiences, owning organization, public access, and communication methods are considered significant changes.  Other examples of a significant change include, but are not limited to: a change in criticality and/or sensitivity level that causes a change in the countermeasures required; a change in the security policy; a change in the threat of system risk; a change in the activity that requires a different mode of operation; additions or a change to the operating system or to software providing security features; additions or a change to the hardware that requires a change in the approved security countermeasures; a breach of security, a breach of system integrity, or an unusual situation that appears to; a significant change to the physical structure of the facility or to the operating procedures; and a significant change to the configuration of the system.
Sniffers.  A class of software tools used to eavesdrop on or intercept network traffic.

Spam.  Unsolicited commercial e-mail (UCE); the copying, transmission, or retransmission of chain letters; or other unauthorized mass mailings (for example, sending information to lists of multiple unknown recipients where no official business relationship exists).

Stand-alone Point Solution.  A point solution that is dedicated to services or applications utilized at a single geographic location and is not connected to the Forest Service information network.

Stand-alone System.  A system that is neither network-connected nor connected to any other system or group of systems.

Stateful Inspection.  A process of controlling network access by analyzing both the header and content of incoming and outgoing packets and letting them pass or not pass based on both pre-established security rules and the context established by prior packets that have passed.  Stateful inspection is a more robust technique of implementing a firewall.

System.  A logical set of IT processes, communications, storage, and related resources.  The elements within these boundaries constitute a single system.

System Administrator.  A person who manages the computer systems in an organization. A system administrator is involved with OS, hardware installations, and configurations and may be involved with application installations and upgrades.  Responsibilities may include installing new applications, distributing software upgrades, monitoring daily activity, enforcing licensing agreements, developing a storage management program, and providing for routine backups.

System Development Life Cycle (SDLC).  A conceptual model used in project management that describes the stages involved in an information system development project, from an initial feasibility study through operation to disposition of the completed system or application.

System Maintenance.  The modification or upkeep of information system hardware and software to sustain or improve performance, to correct faults or deficiencies, or to adapt the system to changes in environment or requirements.  Maintenance can be performed on-site or remotely, and normally involves activities such as testing, cleaning, or adjusting of equipment, applying system updates or changes, or reorganizing stored data to improve performance.

System of Records.  A group of records under the control of any agency where information is retrieved by the name of the individual, by some identifying number or symbol, or by other identifiers assigned to the individual (Privacy Act).

System Owner.   The official responsible for the overall procurement, development, integration, modification, or operation and maintenance of an information system.

System of Records Notice (SORN).  Details about systems containing information cited in the Privacy Act must be published in the Federal Register as a Records Notice, specifying to the public what information is contained in the system, how it is used, and how an individual may gain access to their information. 

System Security Plan (SSP).  A set of requirements for managing system security that includes system identification, management controls, operational controls, and technical controls.  The system security plan outlines responsibilities for all system users and describes the rules of behavior for those users.

Technical [Security] Controls.  The safeguards or countermeasures for an information system that are primarily implemented and executed by the information system through mechanisms contained in the hardware, software, or firmware components of the system.

Threat.  A circumstance, condition, or event with the potential to cause harm to personnel or network resources in the form of destruction, disclosure, modification of data, denial of service, or fraud, waste, and abuse.  The most common security threats are to network systems, including impersonation, eavesdropping, denial of service, identity theft, and packet replay/modification.

Token.  A physical device, such as a “smart” identification card, or a secret software component that is given to an authorized user of an information system to aid in authentication (verifying the identity of that user).  Tokens are often used in conjunction with passwords to create more secure two-factor authentication.

Trusted Facility Manual.  The document that identifies and describes the controlled functions and privileges when running a secure facility and that provides system-specific guidance and instructions to trusted officials.

Two-factor Authentication.  Two-factor authentication describes an electronic identity verification process that requires the use of at least two of the three authentication factors recognized by NIST SP 800-63, Electronic Authentication Guideline:

a.  Something you know (for example, a password);

b.  Something you have (for example, an identification (ID) badge or a cryptographic key); or 

c.  Something you are (for example, a voice print or other biometric).

Unauthorized Software.  Software which is not part of the approved corporate software distribution (so-called “image”) and has not received technical approval for installation on the user’s computer.

Unfriendly Termination.  Removal of an employee under involuntary or adverse conditions.  This may include termination for cause, Reduction in Force (RIF), involuntary transfer, resignation for “personality conflicts,” and situations in which continued access by the user poses an unacceptable risk to the system. 

Virtual Private Network (VPN).  A technology by which authorized individuals can gain secure access to a protected intranet via the public Internet.  All communication over a VPN connection is normally encrypted.

Vulnerability Scanners.  A computer program designed to search for and map systems for weaknesses in an application, computer, or network.

6680.51 - Abbreviations and Acronyms

See exhibit 01 for a list of the abbreviations and acronyms of terms used in this chapter.

6680.51 - Exhibit 01

List Of Abbreviations And Acronyms

	Abbreviations and Acronyms
	Term

	AA
	Accrediting Authority

	ACIO
	Associate Chief Information Officer

	ACL
	Access Control List

	ADP
	Automated Data Processing

	AISSPM
	Assistant Information System Security Program Manager

	API
	Application Programming Interface

	AQM 
	Acquisition Management

	BCP
	Business Continuity Plan

	BIA
	Business Impact Analysis

	BRP
	Business Resumption Plan

	BSL
	Biosafety Level

	C2
	Controlled Access Protection (security rating)

	C&A
	Certification and Accreditation

	CBA
	Cost Benefit Analysis

	CFO
	Chief Financial Officer

	CFR
	Code of Federal Regulations

	CI
	Configuration Item

	CIO
	Chief Information Office

	CIP
	Critical Infrastructure Protection

	CIRT
	Computer Incident Response Team

	CM
	Configuration Management

	CMA
	Configuration Management Authority

	CMB
	Change Management Board

	CMMI-SE/SW
	System Engineering/Software Integrated Capability Maturity Model

	CMP
	Configuration Management Plan


6680.51 - Exhibit 01--Continued

List Of Abbreviations And Acronyms

	CO
	Contracting Officer

	COOP
	Continuity of Operations Plan

	COR
	Contracting Officer’s Representative

	CP
	Contingency Plan

	CPC
	Contingency Planning Coordinator

	CPIC
	Capital Planning and Investment Control

	CS
	Cyber Security

	DM
	Departmental Manual

	DRP
	Disaster Recovery Plan

	DSL
	Digital Subscriber Line

	DZ
	Demilitarized Zone

	FIPS
	Federal Information Processing Standard

	FISMA
	Federal Information Security Management Act

	FPC
	Federal Preparedness Circular

	FS
	Forest Service

	FSM
	Forest Service Manual

	GAO
	General Accountability Office

	GSS
	General Support System

	HCM
	Human Capital Management

	HSPD
	Homeland Security Presidential Directive

	HVAC
	Heating, Ventilation, Air Conditioning

	IATO
	Interim Authorization to Operate

	ID
	Identification

	IP
	Internet Protocol

	IR
	Incident Response

	IRP
	Incident Response Plan


6680.51 - Exhibit 01--Continued

List Of Abbreviations And Acronyms

	IS
	Information System

	ISA
	Interconnection Security Agreement

	ISP
	Internet Service Provider

	ISSO
	Information System Security Officer

	ISSPM
	Information System Security Program Manager

	IT
	Information Technology

	ITCP
	Information Technology Contingency Plan

	IV&V
	Independent Verification and Validation 

	LAN
	Local Area Network

	LEI
	Law Enforcement and Investigations

	LSC
	Local Site Coordinator

	MA
	Major Application

	NIACAP
	National Information Assurance Certification and Accreditation Process

	NIAP
	National Information Assurance Partnership

	NIST
	National Institute of Standards and Technology

	NSTISSI
	National Security Telecommunications and Information System Security Instruction 

	OEP
	Occupant Emergency Plan

	OCIO
	Office of the Chief Information Officer

	OIG
	Office of the Inspector General

	OMB
	Office of Management and Budget

	OS
	Operating System

	POA&M
	Plan of Action and Milestones

	PC
	Personal Computer

	PDA
	Personal Digital Assistants

	PDD
	Presidential Decision Directive


6680.51 - Exhibit 01--Continued

List Of Abbreviations And Acronyms

	PIA
	Privacy Impact Assessment

	PED
	Personal Electronic Device

	PII
	Personally Identifiable Information

	PIV
	Personal Identity Verification

	PKI
	Public Key Infrastructure

	RA
	Risk Assessment

	RFP
	Request for Proposal

	RIF
	Reduction in Force

	SAR
	Security Assessment Report

	SCCM
	Security Control Compliance Matrix

	SCI
	Sensitive Compartmented Information

	SCIF
	Sensitive Compartmented Information Facility

	SDLC
	System Development Life Cycle

	SEI
	Software Engineering Institute

	SORN
	System of Records Notice

	SOW
	Statement of Work

	SP
	Special Publications

	SSP
	System Security Plan

	ST&E
	Security Test and Evaluation

	U.S.C.
	United States Code

	UCE
	Unsolicited Commercial E-mail

	URL
	Uniform Resource Locator

	USDA
	United States Department of Agriculture

	VPN
	Virtual Private Network

	WAN
	Wide Area Network


6680.6 - References

1.  Federal Preparedness Circular (FPC) 65.  Provides guidance on developing viable and executable contingency plans (CPs) for the Continuity of Operations (COOP) during an emergency or situation that may disrupt normal operations. 

2.  Carnegie-Mellon, Software Engineering Institute (SEI), Capability Maturity Model Integration (CMMI).  Provides standards for configuration management (CM).

3.  National Security Telecommunications and Information System Security Instruction (NSTISSI) No. 1000, National Information Assurance Certification and Accreditation Process (NIACAP).  Provides guidelines for security certification and accreditation (C&A) of information systems.

4.  Office of Management and Budget Circular No. A-130, “Management of Federal Information Resources,” Appendix III.  Establishes policy for the management of Federal information resources.

6680.61 - National Institute of Standards and Technology (NIST) Publications

6680.61a - National Institute of Standards and Technology (NIST) Special Publications
National Institute of Standards and Technology (NIST) Special Publications (SPs) are set forth as exhibit 01 and are available electronically from http://csrc.nist.gov/publications/nistpubs/.  

6680.61a - Exhibit 01

National Institute of Standards and Technology Special Publications

	Publication Number
	Title
	Description

	NIST SP 800-12
	An Introduction to Computer Security
	Provides a broad overview of computer security to help readers understand their computer security needs and develop a sound approach to the selection of appropriate security controls.

	NIST SP, 800-14
	Generally Accepted Principles and Practices for Securing Information Technology Systems
	Explains security principles and practices, defines risk management, and describes a process for defining information technology (IT) related positions.

	NIST SP 800-16
	Information Technology Security Training Requirements:  A Role- and Performance-Based Model
	Presents a tactical level, conceptual framework for providing role-based IT security training.

	NIST SP 800-18,

Revision 1
	Guide for Developing Security Plans for Information Technology Systems
	Provides an overview of the security requirements of an information system; describes controls for meeting those requirements; and outlines security awareness and training program elements.

	NIST SP 800-23
	Guidelines to Federal Organizations on Security Assurance and Acquisition/Use of Tested/Evaluated Products
	Provides guidance on selecting security products using the National Information Assurance Partnership (NIAP)’s Common Criteria Evaluation and Validation Program and NIST’s Cryptographic Module Validation Program.

	NIST SP 800-27 Revision A
	Engineering Principles for Information Technology Security (A Baseline for Achieving Security), Revision A
	Provides security engineering principles in the design, development, and operation of the information system.

	NIST SP 800-30
	Risk Management Guide for Technology Systems
	Provides guidelines for identifying, assessing, and reducing risk to an acceptable level.


6680.61a - Exhibit 01--Continued

National Institute of Standards and Technology Special Publications

	Publication Number
	Title
	Description

	NIST SP 800-34
	Contingency Planning Guide for Information Technology Systems
	Describes interim measures to recover IT services following an emergency or system disruption.

	NIST SP 800-35
	Guide to Information Technology Security Services
	Provides guidelines for developing agreements that define the service levels for the service provides within a security services life cycle.

	NIST SP 800-36
	Guide to Selecting Information Technology Security Products
	Provides assistance in choosing IT security products that meet Forest Service requirements.

	NIST SP 800-37
	Guide for the Security Certification and Accreditation of Federal Information Systems
	Provides guidelines for security certification and accreditation of information systems.

	NIST SP 800-41
	Guidelines for Firewalls and Firewall Policy
	Provides guidance on the design, selection, deployment, and management of firewalls and firewall environments.

	NIST SP 800-42
	Guideline for Network Security Testing
	Provides guidance on tools and techniques for testing network security, particularly firewalls, routers and switches, network perimeter security systems such as intrusion detection systems, and file or application servers.

	NIST SP 800-47
	National Institute of Standards and Technology (NIST), Security Guide for Interconnecting Information Technology Systems
	Provides guidance for planning, establishing, maintaining, and terminating interconnections between information systems that are owned and operated by different organizations.


6680.61a - Exhibit 01--Continued

National Institute of Standards and Technology Special Publications

	Publication Number
	Title
	Description

	NIST SP 800-50
	Building an Information Technology Security Awareness and Training Program
	Guidance for building and maintaining a comprehensive awareness and training program, as part of a Forest Service IT security program.

	NIST SP 800-53,

Revision 1
	Recommended Security Controls for Federal Information Systems
	Provides a catalog of security controls and supplemental guidance related to information system access.

	NIST SP 800-53A
	Techniques and Procedures for Verifying the Effectiveness of Security Controls in Information Systems
	Still in draft. Consider as guidance only until final is published.

	NIST SP 800-58
	Security Considerations for Voice over IP Systems
	Guidance for establishing secure VOIP networks.

	NIST SP 800-60
	Guide for Mapping Types of Information and Information Systems to Security Categorization Levels
	Identifies information types and information systems and assigns impact levels for confidentiality, integrity, and availability.

	NIST SP 800-61
	Computer Security Incident Handling Guide
	Provides guidance on organizing a computer security incident response capability and handling incidents.

	NIST SP 800-63
	Electronic Authentication Guideline
	Guidance for allowing individuals to remotely authenticate to a Federal IT System.

	NIST SP 800-64
	Security Considerations in the Information System Development Life Cycle
	Provides guidance on integration of security considerations into all phases of the system development life cycle.  

	NIST SP 800-65
	Integrating IT Security into the Capital Planning and Investment Control Process
	The guidance is intended to assist IT security personnel in planning and prioritizing their IT security investments.


6680.61a - Exhibit 01--Continued

National Institute of Standards and Technology Special Publications

	Publication Number
	Title
	Description

	NIST SP 800-70
	Security Configuration Checklists Program for IT Products – Guidance for Checklists Users and Developers
	Provides an overview of the NIST checklist program and explains how to retrieve security configuration checklists from the NIST repository.

	NIST SP 800-72
	Guidelines on PDA Forensics
	Provides an in-depth look into personal digital assistants (PDAs) and explains the technologies involved and their relationship to forensic procedures.  Discusses procedures for the preservation, acquisition, examination, analysis, and reporting of digital information present on PDAs, as well as available forensic software tools that support those activities.

	NIST SP 800-73,

Revision 1
	Interfaces for Personal Identity Verification
	Specifies the personal identity verification (PIV) data model, Application Programming Interface (API), and card interface requirements necessary to comply with the mandated use cases.  See NIST Federal Information Processing Standard (FIPS) Publication 201, section 6 where the interoperability across deployments or agencies is described (see FSM 6680.61b, ex. 01).

	NIST SP 800-83
	Guide to Malware Incident Prevention and Handling
	Provides an understanding of the threats posed by Malware and mitigate the risks associated with Malware incidents.  Provides practical, real-world guidance on preventing Malware incidents and responding to Malware incidents in an effective, efficient manner.


6680.61a - Exhibit 01--Continued

National Institute of Standards and Technology Special Publications

	Publication Number
	Title
	Description

	NIST SP 800-84
	Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities
	Provides guidance on test, training, and exercise programs for IT plans and capabilities.

	NIST SP 800-86
	Guide to Integrating Forensic Techniques into Incident Response
	Describes the processes for performing effective forensics activities and provides advice regarding different data sources, including files, operating systems (OS), network traffic, and applications.

	NIST SP 800-88
	Guidelines for Media Sanitization
	This guide is intended to assist Forest Service and system owners in making practical sanitization decisions based on the level of sensitivity of their information.  It does not, and cannot, specifically address all known types of media; however, the described draft sanitization decision process can be applied universally to all forms of media and categorizations of information.

	NIST SP 800-92
	Guide to Computer Security Log Management
	Provides guidance on computer security log management.

	NIST SP 800-95
	Guide to Secure Web Services
	Guidance on integrating information

security practices into SOA design and development based on Web services and on current and emerging standards applicable to Web services, as well as background information on the most common security threats to SOAs based on Web services

	NIST SP 800-96
	PIV Card/Reader Interoperability Guidelines
	Presents recommendations for PIV card readers in the area of performance and communications characteristics to foster interoperability.
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National Institute of Standards and Technology Special Publications

	Publication Number
	Title
	Description


	NIST SP 800-100
	Information Security Handbook: A Guide for Managers
	Informs members of the information Security Management Team about various aspects of information security that they will be expected to implement and oversee in their respective organizations.  Provides guidance for facilitating a more consistent approach to information security programs across the Federal government.

	NIST SP 800-122
	Guide to Protecting the Confidentially of Personally Identifiable Information (PII)
	Guidance on protecting the confidentiality of a specific category of data commonly known as personally identifiable information (PII).  Including context-based guidance for identifying PII and determining what level of protection is appropriate for each instance. 

Still in draft.  Consider as guidance only until final is published.


6680.61b - National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) Publications
National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) Publications are set forth as exhibit 01 and are available electronically from http://csrc.nist.gov/publications/fips/index.html.
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National Institute of Standards and Technology (NIST)

Federal Information Processing Standards (FIPS) Publications

	Publication Number
	Title
	Description

	NIST FIPS Publication 191
	Guidelines for the Analysis of Local Area Network Security
	Provides guidance in determining effective Local Area Network (LAN) security controls.

	NIST FIPS Publication 199
	Standards for Security Categorization of Federal Information and Information Systems
	Sets standards for categorizing information and information systems with the objective of providing appropriate levels of information security according to a range of risk levels.

	NIST FIPS Publication 200
	Minimum Security Requirements for Federal Information and Information Systems
	Mandates use of NIST SP 800-53, Recommended Security Controls for Federal Information Systems, Revision 1.

	NIST FIPS Publication 201
	Personal Identity Verification of Federal Employees and Contractors
	Provides standards and procedures for proofing identities.


6681 - SECURITY PROGRAM MANAGEMENT [RESERVED]

6682 - SECURITY MANAGEMENT CONTROLS

6682.02 - Objective

To implement security controls focused on the management of risk and the management of information system security for information technology (IT) resources that support the Forest Service mission.

6682.04 - Responsibility

6682.04a - Chief Information Officer
The Chief Information Officer is responsible for:

1.  Managing risk related to Forest Service information systems, including:

a.  Ensuring that there is a formal documented certification, accreditation, and security assessment policy and requirements.

b.  Establishing an enterprise Risk Assessment (RA) program and ensuring adequate resources are allocated for the continuing assessment and mitigation of information security risks in accordance with requirements detailed in DM 3540-001, USDA Risk Management Program, using the USDA Risk Assessment Methodology.

c.  Ensuring information technology (IT) professionals understand their role in the RA process, with special emphasis on the roles of system owners, developers, information system security officers, and system administrators.

d.  Selecting and managing an appropriate system development life cycle (SDLC) for each information system.

e.  Ensuring that the status of all weaknesses at the program-level and system-level is submitted to a higher authority each quarter.

f.  Using a formal system SDLC and configuration management (CM) approach in the management of information systems in support of the risk assessment program.

g.  Ensuring annual and quarterly Federal Information Security Management Act (FISMA) reports reflect risk assessments performed for information systems and that each FISMA Plan of Action and Milestones (POA&M) includes action items to mitigate security weaknesses discovered through the risk assessment process.

h.  Developing and submitting IT budgets, funding requests and business cases to implement necessary risk mitigations on Forest Service systems, as required.

i.  Ensuring that system security plans (SSPs) are updated on an annual basis to include the latest risk assessment date, major findings, mitigations and timeframes for action.

j.  Formally documenting residual risk in a residual risk statement and ensuring that threats are remediated, or that the accrediting authority (AA) continues to accept these risks.

k.  Requesting formal waivers for information systems that do not comply with this policy.

2.  Security planning for Forest Service information systems, including:

a.  Ensuring that the SSP is developed, implemented, and monitored for effectiveness.

b.  Developing and maintaining an inventory of all information systems; determining data sensitivity and identifying GSSs and applications, following direction in USDA DM 3565-001.

c.  Submitting all plans by specified due dates to the USDA, Office of the Chief Information Officer (OCIO), Cyber Security and ensuring that the Forest Service Chief or designate signs the transmittal cover letter attesting to the completeness and correctness of the submitted plans.

d.  Ensuring that the Capital Planning and Investment Control (CPIC) process support the determination, documentation, and allocation of the resources necessary to adequately protect information systems.

3.  Ensuring that appropriate SDLCs are selected and used for all Forest Service information systems.

4.  Ensuring that security requirements and controls are integrated into the SDLC from inception.

5.  Ensuring that all Forest Service IT GSSs and major applications are certified and accredited in accordance with FSM 6682.4 and reporting status of certification and accreditation (C&A) to USDA Cyber Security as required.

6.  Ensuring that an AA is formally appointed for each Forest Service GSS and MA, and that the AA fully accepts the responsibility for system risk and operation.

7.  Ensuring that any system that has significant deficiencies uncovered as a result of C&A activities, audits, concurrence reviews, independent verification and validation (IV&V) activities, or other authorized processes is placed under an interim authorization to operate (IATO) if the AA determines that the system must be placed into or remain in operation before the deficiency is resolved.

8.  Ensuring that systems operating under an IATO are certified and accredited before the IATO expires.

9.  Acting as the Forest Service certifying official for all information systems except that in cases where real or apparent conflict of interest with the AA cannot be avoided, ensuring that compensating controls are in place to maintain the integrity of certifying official decisions.

10.  Ensuring that the Accrediting Authority (AA) does not delegate final review and signature authority to subordinate individuals.

11.  Ensuring that final C&A packages are accurate and complete.

12.  Ensuring that any system risks and security deficiencies discovered during the certification and accreditation process are resolved or mitigated by appropriate security controls.

13.  Ensuring that all system changes are examined to determine if new or increased security risks have been created that would require recertification and reaccreditation of the system and, if so, initiating such action.

14.  Ensuring that each Forest Service GSS and MA is routinely certified and accredited every 3 years or when significant changes occur in the system.

15.  Acting as the CMA for all information systems developed or maintained under their purview.

16.  Authorizing, chartering, and chairing (or designating a chair for) a Forest Service-level CMB.

17.  Ensuring that a Forest Service-wide configuration management program is implemented in accordance with FSM 6682.6.

18.  Overseeing the preparation of a Forest Service plan for implementing configuration management for all Forest Service information systems.

19.  Providing training sufficient to allow those responsible for configuration management to understand their roles and carry out their assigned duties.

20.  Ensuring annual reviews and audits of the overall Forest Service configuration management program are conducted by an evaluator independent of the configuration management group, and reporting the results to the USDA Associate Chief Information Officer (ACIO) for Cyber Security.

21.  Granting or denying requests for waivers to the requirements of FSM 6680, or delegating this responsibility and authority to the Agency information system security program manager (ISSPM).

22.  Designating a Forest Service Privacy Officer to oversee all privacy-related information security issues.

23.  Ensuring that Privacy Impact Assessments (PIAs) are conducted and submitted to appropriate authorities in accordance with U.S. Department of Agriculture (USDA), Office of Management and Budget (OMB), and Forest Service (FS) policy (including the privacy provisions of Section 208 of the E-Government Act and of the Privacy Act of 1974).

24.  Ensuring that Forest Service system owners and contractors comply with the requirements of the Privacy Act and Children’s Online Privacy Protection Act (COPPA) of 1998 with regard to the collection and use of personal information. 

25.  Ensuring compliance with requirements for immediate and long-term training needs in support of privacy requirements. 

26.  Ensuring compliance with requirements for protecting the confidentiality of personally identifiable information (PII).

6682.04b - Line Officers
For information systems and information system (IS) related activities under their control, all line officers are responsible for:

1.  Evaluating risk assessment results as they become available and incorporating those results into the Forest Service decision-making process.

2.  Implementing risk mitigation strategies or formally accepting residual risk.

3.  Resolving or addressing information system security deficiencies within 1 calendar year after discovery.

4.  Reporting mitigation results to the Forest Service information system security program manager (ISSPM).

5.  Developing and implementing configuration management plans for all systems they develop and maintain.

6682.04c - Agency Information System Security Program Manager (ISSPM)
The agency Information System Security Program Manager is responsible for:

1.  Supporting the Forest Service Risk Management Program by taking the following actions as required:

a.  Participating in system risk assessments and documentation.

b.  Updating system security plans and participating in the development of risk mitigations.

c.  Participating in the development of cost estimates and submissions of funding requests for mitigations.

d.  Verifying risk assessments are conducted.

e.  Reporting non-compliant systems to the Forest Service Chief Information Officer.

f.  Assisting the Forest Service Chief Information Officer in developing Forest Service Risk Management Program waiver requests.

g.  Developing and implementing Forest Service-wide policies and procedures for assessing information security risks.

h.  Developing a Risk Assessment (RA) work plan for assessing information security risks.

i.  Verifying that all IT systems undergo reassessments every 3 years as a part of the recertification process or whenever there is a significant change to the IT system.

2.  Supporting the Forest Service system security plan by:

a.  Becoming thoroughly familiar with all security plan requirements.

b.  Preparing or updating security plans for all GSS and major applications in conjunction with the application’s business owner, program manager, or developer.

c.  Verifying that all information security plans are submitted to the Forest Service Chief or designee with a cover letter for signature attesting to the accuracy and completeness of the plans.

d.  Assisting the Forest Service Chief Information Officer in developing Forest Service Information System Security Plan waiver requests as required.

e.  Reviewing and approving any security plan developed by a contractor or outside entity, including obtaining reviews of appropriate LEI, Engineering, IT, or other staffs with security or facility responsibilities, and other agency security personnel in co-located buildings, prior to approval.

3.  Ensuring that security controls are implemented at each phase of the system development life cycle (SDLC), and those systems do not move to the next phase until security requirements of the current phase are met.

4.  Ensuring that all Forest Service information systems are certified and accredited in accordance with FSM 6682.4 prior to being placed into production.

5.  Ensuring that each Forest Service information system has an assigned information system security officer (ISSO).

6.  Ensuring that existing or legacy Forest Service information systems have cost-effective security controls in place appropriate to their stage in the system life cycle.

7.  Implementing an agencywide C&A process in accordance with FSM 6682.4 and assisting with certification and accreditation activities.

8.  Preparing recommendations regarding certification packages prior to review by the Certifying Official and AA.

9.  Supporting and participating in Certification Team activities, providing guidance, testing security controls, and assisting in preparation of the final C&A package, as required.

10.  Monitoring and tracking C&A activities using POA&M and reporting progress to the Forest Service Chief Information Officer.

11.  In conjunction with the Forest Service CMB, identifying changes to GSSs or MAs that require recertification and reaccreditation.

12.  Disseminating this policy to all IT professionals, security officers, and system owners who will be involved in the certification and accreditation process to ensure they understand and can fulfill their roles and responsibilities.

13.  Supporting and facilitating the work of certification teams to ensure that Forest Service information systems are certified and accredited.

14.  Approving Security Test and Evaluation (ST&E) Teams.

15.  Ensuring that all corrective actions are tracked and reported to USDA Cyber Security through the POA&M process, as required.

16.  Ensuring that information system configuration changes are properly approved, controlled, and documented in accordance with FSM 6682.6, and that changes do not harm system security properties.

17.  Reviewing proposed system configuration changes for potential security impacts.

18.  Participating in and providing security-related input to the CMB.

19.  Ensuring that the current status of required configuration management activities is available and identifying information systems not in compliance with the requirements of FSM 6682.6.

20.  Ensuring that the Forest Service formal documented certification, accreditation, and security assessment requirements are reviewed annually.

21.  Ensuring that IT system owners complete self-assessments of information systems under their responsibility annually in accordance with USDA, OMB, and National Institute of Standards and Technology (NIST) guidance.

22.  Ensuring that all requests for connections to non-Forest Service information systems are documented in the Interconnection Security Agreement (ISA)/Memorandum of Understanding (MOU), reviewed, assessed, and IT security recommendations are made to the IT system owner, AA, and the Chief Information Officer.

23.  Ensuring that IT security program-level and system-level POA&Ms are developed and implemented.

24.  Ensuring that all IT security program-level and system-level POA&Ms are developed, processed, disseminated, and reported as specified by the Office of Management and Budget.

25.  Ensuring that all Forest Service POA&Ms are submitted and briefed to the Chief Information Officer.

26.  Requiring external entity compliance with this directive when appropriate, for example, when the external entity has direct responsibility for, control over, or access to Forest Service information or information systems.

27.  Ensuring that risk determination is conducted annually by system owners as part of the Risk Assessment (RA) updating process, including RA updating in response to PIA updates.

28.  Ensuring adherence to the security control requirements related to necessary encryption, two-factor authentication, and remote access standards.

29.  Ensuring adherence to security control requirements related to protecting the confidentiality of personally identifiable information (PII)

30.  Granting or denying requests for waivers to the requirements of FSM 6680, if this responsibility is delegated by the CIO, or recommending approval or denial of requests for waivers to the CIO.

 6682.04d - Change Management Board Secretariat
The Change Management Board (CMB) secretariat is responsible for:
1.  Ensuring that all documentation and software codes under configuration management (CM) control are stored securely in a program library or similar controlled repository.

2.  Maintaining the integrity of the CM library contents.

3.  Controlling and documenting the use and modification of library contents, particularly official copies of software codes, documentation, or other configuration components.

4.  Administering and maintaining the configuration management tool suite(s) as appropriate. 

5.  Ensuring that all revisions or modifications of configuration items (CI) kept in the library have been approved by the CMB and properly documented.

6682.04e - Privacy Officer
The privacy officer is responsible for:

1.  Ensuring that Forest Service information systems or services are in compliance with applicable privacy policies and policy for protecting the confidentiality of personally identifiable information (PII) (see FSM 6682.9).

2.  Ensuring that the privacy implications to individuals of new information systems or services are determined before development begins, and that a Privacy Impact Assessment (PIA) is conducted as required by U.S. Department of Agriculture (USDA) Departmental Manual (DM) 3515-002 and FSM 6682.47.  

3.  Serving as the primary point of contact (POC) for all privacy-related information security issues.

4.  Communicating a comprehensive, agency-wide privacy program.

6.  Coordinating with the system developer to resolve questions and begin the PIA.

7.  Inspecting existing systems to determine whether a PIA is needed, and subsequently requiring a PIA for existing systems when deemed necessary.

8.  Monitoring all approved exceptions to PIA requirements.

9.  Furthering all PIA oriented efforts through planning for new processes and procedures.

10.  Conducting compliance reviews to ensure all agency information systems have conducted PIA, as required.

6682.04f - Information System Security Officer (ISSO)
Each information system security officer is responsible for:

1.  Ensuring that their information systems have a documented development life cycle, and that appropriate security controls are planned and implemented accordingly.

2.  Participating in system development by identifying appropriate security baseline configurations.

3.  Periodically reviewing and validating system security controls to ensure they are in place and operating as intended.

4.  Evaluating the impact on system security of proposed changes.

5.  Developing a security plan for their system or reviewing and approving any security plan developed by a contractor or outside entity, in conjunction with the Forest Service Information System Security Program Manager (ISSPM).

6.  Providing technical advice for all security-related issues involving the systems they are responsible for.

7.  Monitoring and managing the day-to-day security of systems they are responsible for, including physical and logical authorization and access, incident response, compliance with requirements for protecting the confidentiality of personally, identifiable information (PII), and security awareness training and education.

8.  Identifying, in conjunction with the change management board (CMB), pending system or environmental changes that may necessitate recertification and reaccreditation of the system.

9.  Ensuring that the status of information system security officer (ISSO) related tasks necessary to remediate identified system vulnerabilities is correctly and timely reported in the departmental or Forest Service Federal Information Security Management Act (FISMA) plan of action and milestones (POA&M) database, as required.

10.  Ensuring that any and all system changes are approved and done in accordance with FSM 6682.6.  Preventing, to the extent practical, unapproved system changes.

11.  Assisting, as required, with evaluation of proposed configuration changes to determine if the changes could harm system security properties.

12.  Assisting, as necessary, with development of a Forest Service CM plan. 

13.  Performing self assessments as necessary in accordance with the FISMA.

14.  Being a key liaison to the Certification and Accreditation (C&A) Project Office.

15.  Assisting in determining the accreditation boundary.

16.  Preparing Privacy Impact Assessments (PIAs).

6682.04g - Accrediting Authority
The accrediting authority (AA) is responsible for:

1.  Approving the operation of an information system at an acceptable level of risk.

2.  Formally designating individuals responsible for certification and accreditation (C&A) activities.  The AA shall not delegate the security accreditation decision and signing of the associated accreditation decision letter.

3.  Granting or denying permission for information systems to begin or continue operation in their intended environment based on acceptability of determined risk, and authorizing a system to operate as accredited. 

4.  Approving security requirements, deviations from security policies (as agreed with the contracting officer (CO) and Forest Service information system security program manager (ISSPM)), and memoranda of agreement or understanding.

5.  Establishing, and documenting in the accreditation package, interconnection agreements with other systems that specify security controls and responsibilities for the interconnected systems.

6682.04h - Accrediting Authority’s Designated Representative
The accrediting authority’s (AA’s) designated representative is responsible for handling accreditation activities assigned by the AA, exclusive of making the security accreditation decision or signing the accreditation letter, in the absence of the AA.

6682.04i - Certifying Official
The certifying official is responsible for:

1.  Comprehensively evaluating the management, operational, and technical security controls within an information system.

2.  Managing and coordinating the Certification Team activities.

3.  Approving the Security Test and Evaluation (ST&E) Team members before the certification and accreditation (C&A) process begins.

4.  Assessing system security plans (SSPs) for completeness and consistency and recommending corrective actions to reduce or eliminate vulnerabilities.

5.  Evaluating the certification package from a technical perspective.

6.  Recommending approval or disapproval of accreditation, or recommending granting an IATO.

7.  Preparing and presenting the certification package and recommendation to the AA, after obtaining concurrence of the USDA Associate Chief Information Officer (ACIO) for Cyber Security.

6682.04j - System Owners
The system owner is responsible for:

1.  Incorporating security requirements and controls into the SDLC for each information system under their control.

2.  Supporting the Forest Service SSP by following guidance found in NIST SP 800-18 and FSM 6680.61a to:

a.  Define the system’s:

(1) Operating parameters,

(2) Authorized functions, and 

(3) Security requirements.

b.  Implement the security plan and monitor its effectiveness.

3.  Providing Forest Service COs and grants and agreements specialists applicable security requirements in accordance with applicable laws, Executive orders, directives, policies, regulations, standards, and guidance, as described in the SSP, to be included in procurement documents (such as, requests for proposals) for information systems and services, including:

a.  Required security capabilities,

b.  Required design and development processes,

c.  Required test and evaluation procedures, and

d.  Required documentation.

4.  Minimizing risk to the Forest Service IT infrastructure, including personally identifiable information (PII) and corporate data in the development, testing, and maintenance of the system and applications.

5.  Developing, implementing, and maintaining a SSP for each of their information systems.

6.  Reviewing and validating their information systems’ security controls to ensure they are operating as intended.

7.  Making system changes only through the CM and control process established for their systems.

8.  Ensuring C&A activities of their systems are conducted in accordance with USDA DM 3555-001 and NIST SP 800-37.

9.  Operating, maintaining, and disposing of their systems in accordance with the security plans and other documented security control requirements.

10.  Coordinating and supporting C&A for their systems, including reviewing the certification package before it is presented to the certifying official.

11.  Designating the Information System Security Officer (ISSO) for their system.

12.  Providing sufficient resources to: 

a.  Remediate system vulnerabilities discovered during C&A activities, audits, concurrence reviews, IV&V activities, or other authorized activities.

b.  Report, as required, remediation activities in the designated departmental or Forest Service POA&M database used for FISMA reporting purposes.

c.  Enable and ensure that system users and security support personnel obtain required role-based security and privacy training. 

d. Comply with requirements to protect the confidentiality of any personally identifiable information (PII) collected and/or retained by their system.

13.  Developing and maintaining CM plans for their systems and assisting, as necessary, with development of a Forest Service CM plan.

14.  Ensuring that any system changes are approved and released in accordance with FSM 6682.6 and that changes that have not been approved in accordance with 
FSM 6682.6 are not released.

15.  Managing and documenting the configuration of their systems, throughout their lifecycles, in accordance with FSM 6682.6.

16.  Ensuring that software products, including updates and modifications, are created from the software baseline library, and controlling product releases in accordance with the system CM plan.

17.  Identifying, controlling, and making selected system components or products available for review or audit.

18.  Determining the system’s security categorization level using the guidance in NIST SP 800-60.

19.  Ensuring the system is scanned for vulnerabilities using appropriate tools and techniques at least quarterly.

20.  Ensuring that all system-level POA&Ms are prepared and updated in accordance with FSM 6682.44.

21.  Ensuring that all IT security controls in the information systems are monitored on an ongoing basis.

22.  Ensuring that the effectiveness and adequacy of system controls are in accordance with NIST SPs 800-37 and 800-53A.

23.  Ensuring that, at a minimum, a self-assessment based on NIST SP 800-53 is conducted annually and submitted to the ISSPM.

24.  Ensuring that accreditation packages are updated and maintained for each information system under their responsibility, which includes documentation of the business associations and dependencies of their information system.

25.  Ensuring that any information system changes are prompted through the CM and change control processes, and are updated in the information system’s SSP.

26.  Ensuring that POA&Ms are prepared and updated in accordance with FSM 6682.44.

27.  If the system will be connected to other internal or external information systems, discussing the requirements for connectivity with the other information systems owners and working to identify the security requirements for this connection through:

a.  Monitoring security control compliance.

b.  Following NIST SP 800-47 guidance on ISA and USDA DM 3575-001, Table 1 guidance on ISAs.

28.  Developing and implementing the rules of behavior for appropriate use and protection of the subject data and information, including data and information shared with others.

29.  Participating in PIA activities. 

30.  Ensuring that adequate documentation for the life cycle of the information systems is produced and distributed to authorized personnel, updated when there are changes to the system, and protected in accordance with FSM 6682.7.

31.  Ensuring documentation is available from vendors/manufacturers.

32.  Ensuring that adequate information system documentation is available at alternate information system operating sites.

33.  Continuously monitoring the effectiveness and adequacy of system controls against their baseline security requirements.

34.  Designating a Risk Assessment (RA) team.

35.  Ensuring that the RA for the information system is updated whenever one of the following criteria is met:  

a.  Every 3 three years as a part of the IT system’s recertification, or as needed; or 

b.  Updated, reflecting a configuration change to the IT system, following the agency’s change request and Configuration Management (CM) process.

36.  Ensuring that all vulnerabilities that are reported in the departmental or Forest Service Federal Information Security Management Act (FISMA), Plan of Action and Milestones (POA&M) database are timely and effectively remediated.

37.  Ensuring that tasks and milestones associated with remediation of system vulnerabilities are correctly and timely reported in the departmental or Forest Service FISMA POA&M database.

6682.04k - Information System or Application Program Managers and Application Developers      
Information system or application program managers and application developers are responsible for:

1.  Designing information systems to implement security controls based on the security categorization of the system and the confidentiality impact level of any personally identifiable information (PII) collected and/or retained by the system (see FSM 6682.9).

2.  Designing into any application the security controls necessary to minimize the need for separation of duties.

3.  Conducting a RA during initial information system design and immediately following any design changes during the life of an information system.  Identify the system’s critical operational control functions, processes, and data.

4.  Supporting the Forest Service risk management program by:

a.  Assisting with risk assessment activities as needed.

b.  Incorporating new management or technical controls as necessary to mitigate identified risks.

c.  Integrating risk assessment into the application development process and deployment life cycle. 

5.  Identifying cost, schedule, and performance issues during initial development and acquisition of systems or applications they are responsible for.

6.  Working in conjunction with the system owner with:

a.  Operating, maintaining, and disposing of their systems in accordance with the security plans and other documented security control requirements.

b.  Coordinating and supporting certification and accreditation for their systems, including reviewing the certification package before it is presented to the certifying official.

c.  Ensuring that the systems they manage provide required security training for system users and security support personnel.

7.  Preparing a Developmental Security Test and Evaluation (ST&E) plan in accordance with FSM 6682.43 for systems or applications they are responsible for, implementing the plan, and documenting the results of the plan.

8.  Participating in PIA activities. 

9.  Supporting the Forest Service risk management program by:

a.  Assisting with RA activities as needed.

b.  Incorporating new management or technical controls as necessary to mitigate identified risks.

c.  Integrating RA into the application development process and deployment life cycle. 

6682.04l - Information Technology (IT) System Administrators
Administrators of information systems or applications are responsible for:
1.  Making changes to the systems they administer only in accordance with FSM 6682.5 and preventing changes to hardware or software that have not been authorized in accordance with FSM 6682.6.

2.  Providing system configuration information as necessary in support of the Forest Service configuration and change management program.

3.  Performing flaw remediation in accordance with FSM 6683.91.

6682.04m - Acquisition Management Personnel
Forest Service contracting officers (CO), purchasing agents, and grants and agreements specialists, and real property leasing officers are responsible for:

1.  Requiring contractor or cooperator compliance with this directive when appropriate.

2.  Ensuring that configuration management (CM) requirements are incorporated, as appropriate, into procurement requests and statements of work for information technology (IT) contracts and agreements.

3.  Ensuring that solicitation documents (such as requests for proposals or requests for applications) for information systems and services include, either explicitly or by reference, applicable security requirements, including security controls as specified in the System Security Plan, or in applicable laws, Executive orders, directives, policies, regulations, standards, and guidance.

4.  Ensuring that requirements, in solicitation documents for information systems and services, permit updating security controls as new threats/vulnerabilities are identified and as new technologies are implemented.

5.  Ensuring that CM requirements are incorporated, as appropriate, into procurement requests and statements of work for IT contracts and agreements.

6682.04n - Information Owners
Forest Service information owners are responsible for:

1.  Providing input to system owners regarding the security requirements and security controls for the information system(s) where the information resides.

2.  Deciding who should have access to the information and what their system privileges or access rights should be.

3.  Assisting in the identification and assessment of the common security controls where the information resides.

4.  Complying with the requirement for annual reviews of personally identifiable information retained by information system.

6682.04o - Law Enforcement and Investigations
Law enforcement personnel are responsible for:
1.  Complying with applicable line officer responsibilities for their area of responsibility (Director, deputy directors, special agents in charge).

2.  Assisting, as needed, with the development and approval of information system contingency and security plans.

3.  Supporting or participating in the testing or execution of information system security or contingency plans as required by those plans.

4.  Initiating and/or assuming responsibility for investigations of information system security incidents that involve possible criminal activity; cause significant damage to the integrity, confidentiality, or availability of Forest Service information; or that present a threat to agency employees.

5.  Informing the Forest Service ISSPM of any investigations involving Forest Service information systems as soon as investigative confidentiality permits.

6.  Requesting CIO assistance with investigations through the CIRT, using established procedures or systems for such requests.

7.  Coordinating physical security, HSPD-12 implementation, and emergency planning efforts with information security planning and implementation.

6682.04p - Investment Manager
The investment manager is responsible for:

1.  Reviewing investments and providing business cases. 

2.  Ensuring that any products, procedures, or personnel (Federal employees and contractors) that are primarily dedicated to or used for the provision of IT security are explicitly identified as such in IT investment and capital budgeting documentation.    

6682.04q - Contracting Officer
The contracting officer is responsible for:

1.   Requesting the rules of behavior on behalf of the contractor or cooperator.

2.  Ensuring that contractors sign the access agreement.

3.  Returning original, signed Access Agreement Forms to the system owner when applicable.

6682.04r - Users
Users are responsible for:

1.  Adhering to the Forest Service requirements regarding the use of Forest Service IT resources, data, and information systems specific rules of behavior for information systems to which they have been granted access.

2.  Remaining fully aware of, and abiding by, Forest Service security policies as well as related Federal policy contained in the Privacy Act, Freedom of Information Act, and Forest Service IT policy.

3.  Requesting a formal waiver that includes compensating controls for any requirement of FSM 6680 which they cannot comply.

4.  Promptly reporting any incident where personally identifiable information or other sensitive agency data may have been lost, stolen, or compromised.

6682.07 - Team, Committee, and Group Roles

6682.07a - Certification Team

The role of the Certification Team, which is comprised of individuals with managerial, developmental, and operational responsibilities for an information system, is to:

1.  Determine the scope and schedule for certification and accreditation of their systems, in conjunction with authorities such as the Forest Service Chief Information Officer and the information system security program manager (ISSPM), the system owner, and others with a responsibility for or proprietary interest in the system.

2.  Conduct certification activities in accordance with FSM 6682.4.

3.  Work with a Security Test and Evaluation (ST&E) Team, when appropriate according to Forest Service and departmental direction, to test system security and identify residual risks.

6682.07b - Security Test and Evaluation Team
The role of the Security Test and Evaluation (ST&E) Team is to perform the system ST&E and:

1.  Validate that the risk determinations made during the Risk Assessment (RA) are accurate and complete.

2.  Verify that security controls specified in the system security plan are in place and operating correctly.

3.  Identify any unmitigated residual risk.

6682.07c - Change Management Board
The role of the Change Management Board (CMB) is to:
1.  Establish change management (CM) baselines, reviewing proposed changes to those baselines, and making recommendations regarding proposed changes.

2.  Review and approve changes to information system technical or support documentation.

3.  Review and analyze risk or other impact assessments as required.

4.  Ensure that proposed system configuration changes are thoroughly analyzed for potential impacts prior to the changes being considered for approval.

5.  Maintain the configuration management plan.

6.  Track information system changes.

7.  Ensure that all changes are properly tested prior to implementation of the change.

6682.07d - Risk Assessment Team
The role of the Risk Assessment (RA) Team is to:

1.  Perform threat and vulnerability monitoring in conjunction with the computer incident response team (CIRT) and in accordance with U. S. Department of Agriculture (USDA) directives (FSM 6680.1).

2.  Conduct risk assessments (RAs) in accordance with NIST SP 800-30, Risk Management Guide for Information Technology or Departmental Manual (DM) 3540-001, Risk Assessment Methodology (FSM 6680.1).

3.  Utilize data classification and asset valuation in accordance with Federal Information Processing Standards (FIPS) 199 in performing RAs.

4.  Ensure that gap analysis is included in all mitigation strategies and identify other risk management deficiencies.

5.  Meet with Forest Service business managers and technical experts to identify and discuss mitigation needs identified in the system’s Security Assessment Report, including any potential Forest Service-wide mitigation needs. 

6682.1 - Risk Assessment and Update

1.  Perform or update Risk Assessment (RA):

a.  Every 3 years (as a minimum) or when there is a significant change to the system or information technology (IT) environment that could potentially affect the system’s accreditation status.

b.  On all new systems prior to implementation.

c.  On all new or modified images prior to installation on Forest Service workstations.

d.  In accordance with direction provided in NIST SP 800-30, Risk Management Guide For Information Technology Systems and (DM) 3540-001, Risk Assessment Methodology (FSM 6680.1).

2.  Assess risks and implement security controls commensurate with the risks for:

a.  Access to Forest Service information systems by third parties.

b.  Duties and areas of responsibility that are incompatible.

3.  Include an audit of security and risk mitigation controls in each RA.

4.  Perform a RA before approving a security policy waiver.

5.  Perform a security categorization of the system using NIST SP 800-60 in accordance with Federal Information Processing Standards (FIPS) Publication (Pub) 199.

a.  Any information processed, stored, or transmitted by the system is subject to this categorization.

b.  Document the results of this categorization (including supporting rationale) in the system security plan and approved by designated senior-level Forest Service officials.

6682.2 - Security Controls Review [Reserved]

6682.3 - System Development Life Cycle Security Planning (SDLC)

(SDLC is also referred to here as system life cycle).

1.  Incorporate security requirements and controls into the system development life cycle (SDLC) of all Forest Service information systems in accordance with U. S. Department of Agriculture (USDA) Departmental Manual (DM) 3575-001 (FSM 6680.15).

a.  Integrate security controls from inception for new systems or during the current life cycle phase for existing systems along with sufficient resources to adequately protect the information system.

b.  At a minimum, incorporate the security steps listed in exhibit 01 - Security Controls in the System Development Life Cycle.

c.  Address PII issues throughout the life cycle of the information system. (see FSM 6682.9)

2.  Identify the information system security officer (ISSO) during the initiation phase of a new system.

3.  Coordinate the SDLC security planning with the CPIC process to avoid unnecessary duplication of steps or activities using NIST SP 800-65.  Phases to be coordinated are shown in exhibit 02 - Information Security Relationships/Life Cycle Phases.

a.  Document and allocate resources as part of the capital planning and investment process.

b.  Determine security requirements in the business case.

c.  Establish a line item for information system security in its budgeting documentation.

4.  During the initiation phase of an information system life cycle:

a.  Develop a preliminary Interconnection Security Agreement (ISA) if the system will be connected to other systems.  If the ISA is part of an external information system service, the ISA should:

(1) Require the provider of the service to employ adequate or compensating security controls in accordance with applicable laws, Executive orders, directives, policies, regulations, standards, guidance, and established service level agreements.

(2) Establish responsibilities to monitor security control compliance.

(3) Follow guidance established in National Institute of Standards and Technology (NIST) SP 800-47, Security Guide to Interconnect Information Technology Systems. 

b.  Assess risks, privacy impacts, and basic system security needs.

c.  Implement a CM and control process for the life of the system.

5.  During the acquisition/development phase of an information system life cycle:

a.  Conduct a full RA and determine system security requirements.

b.  Complete a system security plan that documents planned or existing security controls.

c.  Design, develop, implement, and test security controls in accordance with the system security plan.

(1) Follow security engineering best practices as defined in NIST SP 800-27 in the design, development, and operation of the information system.

d.  Identify security requirements and/or security specifications and include them in the information system acquisition contract.

(1) Preferably use products listed in the National Information Assurance Program (NIAP) Common Criteria Evaluation and Validation Scheme if the products meet the Forest Service’s functional and security requirements.

(2) Evaluate and select products and systems in accordance with guidance in NIST SP 800-23 and SP 800-36. 

6.  During the implementation phase of an information system life cycle, ensure that:

a.  The system, in its operational environment, meets specifications.

b.  The system is configured using appropriate Forest Service hardening guidelines and security configuration checklists as referenced in NIST SP 800-70. 

c.  Security requirements are met and system security controls are in place and operating as intended.

d.  The system is certified and accredited in accordance with USDA DM 3555-001.

7.  During the operation and maintenance phase of an information system life cycle:

a.  Make changes to the system or its operating environment only through the established CM and control process and evaluate the changes for potential impacts to system security.

b.  Monitor and periodically test security controls to ensure they are in place and operating as intended.

8.  During the disposition phase of an information system life cycle:

a.  Preserve information contained in the system as required by enforcing policies and procedures for managing federal records.

b.  Freeze and preserve the final system baseline configuration.

c.  Sanitize electronic media in accordance with policy and regulations.

6682.3 - Exhibit 01

Summary of Security Controls in the System Development Life Cycle

	Phase
	Control
	Details

	INITIATION
	Asset Valuation
	Determine value and sensitivity of data.

	
	Interconnection Agreements
	Detail and document security requirements for connections with other systems.

	
	Privacy Implications
	Determine privacy implications, including the confidentiality impact level of any PII, and conduct a privacy impact assessment if necessary.

	
	Preliminary Risk Assessment
	Define the threat environment and determine basic security needs for the system.

	
	Security Category
	Determine category in accordance with Federal Information Processing Standard (FIPS) 199.

	ASSESSMENT/ SOLUTION 
	Risk Assessment
	Identify the protection requirements for the system.  Consider possible effects on other connected systems.

	
	Functional Requirements Analysis
	Analyze laws and regulations that define baseline security requirements.

	
	Assurance Requirements Analysis
	Determine requirements for assuring security controls will work correctly and effectively.

	
	Cost Considerations
	Determine cost of security component over the life cycle of the system.

	
	Security Planning
	Describe the system and document agreed upon security controls, planned or in place.

	
	Control Development
	Develop and implement security controls in the system security plan.

	
	Test and Evaluation
	Ensure security controls are effective and working properly.

	
	Other Planning Components
	Consider other necessary components of the system development process, such as additional review, contract, change control.


6682.3 - Exhibit 01--Continued

Summary of Security Controls in the System Development Life Cycle

	IMPLEMENTATION
	Inspection and Acceptance
	Verify the system meets requirements before accepting and paying for it.

	
	Control Integration
	Be certain security controls are in place where the system will be deployed.

	
	Certification
	Ensure that security controls are in place, effective, and operating as intended.

	
	Accreditation
	Authorize the system to operate, accepting any known residual risk.

	
	Change Control
	Use change control to ensure system has been designed and developed as planned.

	OPERATION/

MAINTENANCE
	Configuration Management
	Careful control of system changes and consideration of impacts to security.

	
	Recertification and Reaccreditation
	Review and update certification and accreditation (C&A) materials every 3 years or in conjunction with any significant change to the system or its underlying infrastructure.

	
	Monitoring
	Verifying security controls through reviews, assessments, testing, or audits.

	DISPOSITION
	Preservation
	Freeze and archive system information, including final system baseline and CM documents.

	
	Sanitation
	Delete, erase, and/or write over all residual system data including nonvolatile memory.

	
	Disposal
	Dispose of hardware and software as directed by Information System Security Officer (ISSO).


6682.3 - Exhibit 02

Information Security Relationships/Life Cycle Phases

	Laws, Regulations, and Standards

FISMA , A11, A130, FMFIA, A123, NIST FIPS & Special Publications

	Laws, Regulations, and Standards
	FISMA Reporting Requirements
	Laws, Regulations, and Standards

	
	FISMA Reporting Requirements
	CPIC
	SDLC
	Information Security Risk Management Activities
	C&A
	Plan of Action and Milestones
 (POA&M) Ongoing
	Configuration Management Ongoing
	FISMA Reporting Requirements
	

	
	
	Pre-select/
Select
	Initiation
	Identify risks to support development of system requirements including security requirements, and a security concept of operations (Strategy).
	Initiation
	
	
	
	

	
	
	Select
	Assessment/ Solution
	Identify risks to support security analysis of system that may lead to architecture and design tradeoffs during system development.
	
	
	
	
	

	
	
	Control
	Implementation
	Use risk management within the systems operational environment to support assessment of system implementation against its requirements. Make decisions regarding the risks identified prior to system operation. Mitigate or accept risks to achieve accreditation.
	Security Certification
	
	
	
	

	
	
	
	
	
	Security Accreditation
	
	
	
	

	
	
	Evaluate/
Steady State
	Operations/
Maintenance
	Assess risks as part of periodic system reaccreditation or whenever major changes are made to a system.
	Continuous Monitoring; Re-accreditation as necessary
	
	
	
	

	
	
	
	Disposal
	Use risk analysis when system components are disposed of or replaced to ensure proper disposal of the hardware and software, that residual data is appropriately handled, and that system migration is conducted in a secure and systematic manner.
	
	
	
	
	

	
	
	FISMA Reporting Requirements
	

	
	Laws, Regulations, and Standards

FISMA , A11, A130, FMFIA, A123, NIST FIPS and Special Publications


6682.4 - Certification, Accreditation, and Security Assessments Policies and Procedures 

1.  Ensure as a part of the information system development life cycle (SDLC) process that all Forest Service information technology (IT) general support systems (GSSs) and applications or information systems are certified and accredited at the following points in the system’s life cycle:

a.  Before beginning operation of new systems or applications.

b.  Before resuming operation after any major change to configuration or operating environment.

c.  At least once every 3 years.

2.  Conduct certification and accreditation (C&A) in accordance with the current U. S. Department of Agriculture (USDA) Certification and Accreditation Methodology (DM 3555-001) and other current Federal, Departmental, and Forest Service regulations.

3.  The C&A of GSSs covers the applications and information systems that execute on the GSS only if: 

a.  The security controls applicable to the application or information system are identical to or are a subset of the GSS security controls.

b.  All software or hardware used by the application or information system was also included in the certification and accreditation of the GSS.

4.  Designate an information system security officer (ISSO) for each GSS and major application (MA).

5.  Ensure that all identified system security deficiencies and mitigating actions are tracked electronically with an approved tracking system.

6.  Ensure that information systems developed or operated by third parties on behalf of the Forest Service have undergone processes equivalent to the Forest Service C&A process or otherwise substantially comply with the requirements of this chapter.

6682.41 - Security Assessments
Ensure that information technology (IT) system owners conduct an assessment of the security controls in the information system at least annually to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome for meeting the security requirements for the system.  To that end the following are required:

1.  Complete a self assessment for all general support systems (GSSs) or major applications (MAs) at least annually or when a significant change occurs, whichever comes first.

2.  Use the self assessments to determine the extent to which the information system’s security controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the IT security requirements for information systems.

3.  Ensure that an information system security officer (ISSO) is formally designated for each general support system and major application.

6682.42 - Information System Interconnections
Allow connections from Forest Service information systems to other information systems outside the Forest Service system accreditation boundary only when authorized and documented in an Interconnection Agreement or Interconnection Security Agreement (ISA) and associated Memorandum of Understanding (MOU).

1.  Establish a process for requesting connections to non-Forest Service information systems through the configuration management (CM) and change control process.  Include information on the type of connection to be established, the business purpose for the connection, and certify that the minimum security standards are identified and met.

2.  Base decisions regarding ISAs on information technology (IT) risks to the Forest Service; mission of the interconnection(s) and known and unknown IT security posture for both information systems.

3.  Develop an ISA in accordance with current regulation that sets out the terms of the interconnection, agreed to configurations and security controls, and dates when the connections and the security controls must be in place. 

4.  If  PII is permitted to be transferred or accessed via the interconnection, include requirements for safeguarding the PII (see FSM 6682.9)

5.  Maintain an active, current list of all interconnections.

6.  Continuously monitor and control system interconnections in accordance with the ISA.

6682.43 - Security Certification
Conduct a security certification in support of regulatory requirements for accrediting the information system.

To certify a system, at a minimum, take the following actions:

1.  Assess system vulnerabilities.

2.  Determine whether security controls are correctly implemented, operating as intended, and producing the desired outcome with respect to meeting the security requirements of the system.

3.  Identify and document the level of residual risk.

4.  For systems meeting the criteria requiring a security testing and evaluation step:

a.  Arrange for an independent Security Testing and Evaluation Team that is approved by the certifying official and is not under the management of, or has no conflicts of interest with, the development of Forest Service.

b.  Present the certification package to the Security Test and Evaluation Team for their review and testing.

5.  Consolidate the final certification and accreditation package, including the results from security testing and evaluation, if required.

6682.44 - Plan of Action and Milestones
Develop and update a plan of action and milestones (POA&M) for the information system that documents the agencies’ planned, implemented, and evaluated remedial actions to correct any deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system.  To that end:

1.  Develop and implement the information technology (IT) security program-level POA&Ms.

2.  Develop and implement information system level POA&Ms for each system requiring certification and accreditation (C&A).

3.  Ensure that all POA&Ms follow the process, specifications, and reporting schedule of USDA.

4.  Ensure that all POA&Ms include all IT security program-level and system-level weaknesses identified from but not limited from the following sources:

a.  Office of Inspector General (OIG) reports;

b.  General Accounting Office (GAO) reports; and

c.  Third-party contractor assessment reports (such as Department Compliance Review reports, or reports of contractors hired by the operating unit to conduct IT security self-assessments or vulnerability scans).

5.  Implement corrective actions to address weaknesses.

6.  Review corrective action status and update at least quarterly.

6682.45 - Security Accreditation
Authorize the information system for processing before operations and update the authorization at least every 3 years or when there is a significant change to the system.  Accredit a system by deciding, based on identified risk, whether it should be:

1.  Permitted to commence or resume operation.

2.  Issued an interim authorization to operate (IATO).

3.  Denied permission to operate.

4.  For each system or application that is certified and accredited, elect:

a.  An accrediting authority (AA) who is a program area line officer with the authority to evaluate the mission, business case, and budgetary needs for the system in view of the security risks.

b.  An objective, third-party certifying official who is independent of the system or application developers and AA.

c.  A Certification Team to oversee and validate the certification and accreditation efforts, composed of personnel from the business unit responsible for conducting the certification activities. 

d.  A Security Test And Evaluation Team to test system security and identify residual risks, composed of personnel that have not have been involved in the development of the system or in other certification activities for the system.

6682.46 - Continuous Monitoring

Ensure that the Forest Service monitors the security controls in the information systems on an ongoing basis.  To that end, continuously monitor all information systems for effectiveness and adequacy of system controls in accordance with appropriate NIST guidance. 

6682.5 - System Security Plan and Update

1.  Develop a System Security Plan (SSP) in accordance with departmental guidance (USDA DM 3565-001) for each:

a.  General support system (GSS) (OMB Circular A-130, Appendix III 
(FSM 6680.14, para. 3)).

b.  Major application (National Institute of Standards and Technology (NIST) special publication (SP) 800-18, FSM 6680.61a).  Other non-major applications should be covered by the system security plans and security controls for the GSS in which they operate.

c.  Non-Federal system that supports a federal function (NIST SP 800-18 
(FSM 6680.61a)).

2.  Independent reviews of the system security plans are required prior to implementation.  Use the following criteria when selecting reviewers:

a.  Can be from within or from outside the Forest Service.

b.  Shall not be responsible for the system’s development, implementation, or operation.

c.  Shall be independent of the system owner’s reporting chain.

d.  Shall have adequate knowledge or experience to ensure the plan contains appropriate information and meets Forest Service security policy and standards.  (For more information, see OMB Circular A-130, Appendix III referenced in FSM 6680.1; NIST SP 800-18 referenced in FSM 6680.61a.)

3.  Incorporate a summary of the system security plans into the strategic information resources management plan required by the Paperwork Reduction Act (44 U.S.C.  Chapter 35, referenced in FSM 6680.11) and Section 8(b) of OMB Circular A-130, Appendix III, referenced in FSM 6680.1.

4.  Ensure that security plans are: 

a.  Reviewed at least annually and updated if a significant change to the system or IT environment occurs which affects the system’s security posture.  (NIST SP 800-18, referenced in FSM 6680.61a).

b.  Submitted to the Forest Service ISSPM by the date specified in the most current Forest Service or USDA manual direction.

5.  Ensure that all security plans, at a minimum, are:

a.  Marked, handled, and controlled according to their level of sensitivity as determined by the direction in NIST SP 800-18, section 3.7 and DR 3440-002 
(FSM 6680.61a).

b.  Dated for ease of tracking modifications and approvals (see NIST SP 800-18 and FSM 6680.61a).

6.  Establish system rules of behavior in accordance with 6683.14 and the guidelines set forth in NIST SP 800-18, and make these rules readily available to all users of Forest Service information systems.

7.  Execute required security agreements incorporating system rules of behavior in accordance with FSM 6683.13e, Security Responsibility Agreements.

6682.51 - Privacy Impact Assessment

1.  Conduct a Privacy Impact Assessment (PIA): 

a.  Before the acquisition and/or development of any new system that will collect, maintain, or disseminate information in identifiable form from or about members of the public,

b.  Where a system change may create new privacy risks, 

c.  For existing systems as deemed necessary by the Privacy Officer under other circumstances that might introduce new privacy risks; or

d.  Before initiating, consistent with the Paperwork Reduction Act, a new electronic collection of information in identifiable form for ten or more persons (excluding agencies, instrumentalities, or employees of the federal government).

e. Annually review PIA and update as needed after reviewing holdings of personally identifiable information (PII) (see FSM 6682.9)

2.  No PIA is required under the following circumstances:

a.  Where the information in identifiable form relates to internal government operations, has been assessed under an evaluation similar to a PIA, or where privacy issues are unchanged, or

b.  Where an interim policy exception is explicitly and directly approved by the Associate Chief Information Officer (ACIO) for Cyber Security (CS), and the exception is only in terms of implementation time.

3.  Each PIA must include, at a minimum, the information required to conform to Office of Management and Budget (OMB) Memorandum 03-22, departmental regulations, and Forest Service procedures.

6682.6 - Configuration Management 

1.  Place Forest Service information systems reported under the Federal Information Security Management Act (FISMA) inventory requirements under configuration management (CM).

2.  Implement an effective CM program that provides overall guidance and procedures for those information systems.

3.  Incorporate general CM requirements in all statements of work (SOW) and procurement requests for all IT contracts that involve Forest Service systems.

4.  Establish the scope of authority of the Change Management Board (CMB) through a charter approved by the Forest Service Chief Information Officer.

6682.61 - Baseline Configuration

1.  Establish a system baseline configuration after the completion of a formal review at the end of each life cycle phase.

2.  Update the baseline to reflect approved changes to the system or specific configuration item (CI) as the system goes through the life cycle stages.                                                                                                                                                                                                   

6682.62 - Configuration Change Control

1.  Conduct reviews of all proposed change requests.

2.  Assess and evaluate the information technology (IT) security implications the proposed change will have on the general support system (GSS) as well as other major and minor applications.

3.  Maintain a configuration management plan, track and document information system changes, and ensure that all changes are properly tested prior to implementation of the change.

6682.63 - Monitoring Configuration Changes

1.  Assess potential impact of proposed configuration changes.

2.  Monitor implemented changes for unexpected security impacts and for opportunities to improve the effectiveness of security controls.

3.  Ensure that any changes to be made to Forest Service information systems are reviewed and approved.

6682.64 - Access Restrictions for Change

1.  Harden operating systems to the maximum extent and configure to prevent circumvention of information technology (IT) security application controls.

2.  Provide access to application configurations only to the system administrator to prevent unauthorized access.

3.  Store and control the contents of software code and system technical documentation in a centralized, agencywide system software repository.

a.  Appoint an administrator to maintain and manage the repository.

b.  Keep in the repository, official master copies (or pointers to their location) of all configuration item (CI) baselines, including item code and object module baselines.

c.  Restrict and control access to repository. 

6682.65 - Configuration Settings

1.  Establish mandatory configuration settings for information technology (IT) products employed within the information system.

2.  Configure the security settings of IT products to the most restrictive mode consistent with operational requirements.

3.  Document the configuration settings.

4.  Enforce the configuration settings in all components of the information system.

6682.66 - Least Functionality

1.  Configure information systems to provide only essential capabilities.

2.  Prohibit or restrict, as appropriate, the use of specific ports, protocols, and/or services not supporting those essential capabilities.

3.  Limit component functionality to a single function per device, where feasible.

6682.67 - Information System Component Inventory

1.  For each Forest Service information system, develop and maintain a current inventory of the components.

2.  Determine the appropriate level of granularity for the information system components included in the inventory that are subject to management control (that is, tracking and reporting).

3.  Include in the inventory any information necessary to achieve effective property accountability (for example, manufacturer, model number, serial number, software license information, system/component owner).

4.  Make component inventories consistent with the accreditation boundary of the information system.

5.  Update the inventory of information system components as a part of component installation.

6682.7 - Information System Documentation

1.  Obtain information system documentation and make available to authorized personnel. 

2.  Protect the information system documentation with controls appropriate to the security categorization of the system. 

3.  Administrator and user guides must include information on: 

a.  Configuring, 

b.  Installing, 

c.  Operating the IS, and 

d.  Effectively using the information system’s security features.

4.  Obtain vendor/manufacturer documentation, if available. 

5.  When information system documentation is either unavailable or non-existent (for example, due to age of system or lack of support from vendor/manufacturer):

a.  Document attempts made to obtain the documentation.

b.  Document any compensating security controls.

6.  Track changes to the information system’s documentation, including System Security Plan (SSP), Risk Assessment (RA), Security Control Compliance Matrix (SCCM), ST&E Plan and Report, Privacy Impact Assessment (PIA)-System of Records Notice (SORN) (if required), Security Assessment Report (SAR), Contingency Plan (CP), Configuration Management Plan (CMP), and POA&M under configuration management (CM).

7.   Provide adequate documentation at alternate information system operating sites in accordance with the system’s CP.

6682.8 - Planning Security Related Activity 

1.  Security-related activities affecting the confidentiality, integrity, availability, and performance of information systems must be planned, coordinated, and approved in advance of implementation.

2.  Identify mechanisms and guidelines for sharing information with appropriate entities. 

3.  Ensure system-related documentation is available, protected as required, and distributed to authorized personnel.

4.  Notify applicable users when the information system is not available for use.

6682.9 - Protecting the Confidentiality of Personally Identifiable Information (PII)

1. Collect and retain only that personally identifiable information which is absolutely necessary to accomplish the Forest Service mission, and collect such information only in accordance with federal law such as the Privacy Act (see FSM 6680.11).

a.  Annually review holdings of PII, including those on non-digital media (for example, paper and microfilm), to ensure they are accurate, relevant, timely, and complete.

b.  Conduct Privacy Impact Assessments in keeping with 6682.51.

2.  Using the broad definition of PII from OMB Memorandum 07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information (see 
FSM 6680.14 and FSM 6680.5), identify all PII collected and retained.

a.  Categorize PII as low, medium, or high confidentiality impact level based on the potential harm that could result to the subject individuals and the organization if the PII were inappropriately accessed, used, or disclosed.

b.  Document the results of the PII categorization in the system’s Privacy Impact Assessment.

3.  Safeguard PII using privacy-specific protection measures and general security controls implemented for other types of information. As appropriate, based on the confidentiality impact level of the PII:

a.  Address PII issues throughout the life cycle of the information system.

b.  Implement access control enforcement through policies and mechanisms, such as access control lists. Include portable and mobile devices and telework access control.

c.  Use encrypted communications or encrypt PII before transmitting.

d.  Include requirements for safeguarding PII in Memorandums of Understanding and Interconnection Security Agreements (ISA) when access to or transfer of PII is permitted with interconnected systems that are external to the Forest Service.

e.  Audit events that affect the confidentiality of PII.

f.  When possible, such as when full data records are not necessary, de-identify or anonymize records by removing or obscuring enough PII so the remaining information cannot be used to identify an individual.

g.  Use appropriate techniques to erase or dispose of media containing PII.

h.  Conduct and require appropriate privacy training before granting access to information systems 

i.. Verify that general security controls implemented for other types of information provide adequate safeguards for PII.

4.  For individuals who develop, administer, or have access to information or information systems containing moderate or high confidentiality impact levels of PII:

a.  Develop and implement rules of conduct

b.  Require annual review and signing of a statement acknowledging the rules of conduct.

c.  Conduct and require appropriate role-based privacy training.

5.  Develop and implement incident response plans and procedures for breaches of PII as part of the Forest Service’s overall incident plan and procedure.  Include breach notification procedures that comply with USDA’s PII Incident Notification Plan.

6.  In keeping with FSM 6684.3, develop and implement procedures for logging retrievals of PII or other sensitive data from a database through a query originated by a human, and saving the data into a separate computer-readable entity such as another database, a spreadsheet, or a text file. Machine-to-machine retrievals do not need to be logged.

a.  Include procedures to verify that the retrieved PII or other sensitive data has been erased within 90 days of retrieval, or that it still is needed.

b.  When possible reduce the volume of data retrievals that must be logged through compensating controls.

7.  Promptly report any incident where personally identifiable information or other sensitive agency data may have been lost, stolen, or compromised.
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