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6230.1 - Authority 
1.  5 U.S.C. Chapter 5, Subchapter II – Administrative Procedure Act.  A comprehensive procedural guide agencies must follow when performing their functions. (http://www.gpo.gov/fdsys/)
a.  §552.  Public information; agency rules, opinions, orders, records and proceedings (Freedom of Information Act, as amended).  This section allows for the full or partial disclosure of previously unreleased information and documents controlled by the United States Government.
b.  §552a.  Records maintained on individuals (Privacy Act of 1974, as amended).  The Privacy Act established a Code of Fair Information Practice that governs the collection, maintenance, use, and dissemination of personally identifiable information about individuals that is maintained in systems of records by federal agencies.
c.  §553.  Rulemaking (Administrative Procedures Act).  This portion of the United States Code covers the creation of U.S. federal agency regulations.
2.  18 U.S.C. Chapter 101 - Records and Reports Acts, § 2071 – Concealment, removal, or mutilation.  Generally, includes penalties for such activities.  (http://www.gpo.gov/fdsys/)

3.  18 U.S.C., Chapter 121 – Stored Wire and Electronic Communications and Transactional Records Access (Electronic Communications Privacy Act of 1986).  This chapter of the United States Code establishes protections for electronic communications.  (http://www.gpo.gov/fdsys/).  
4.  31 U.S.C., Chapter 7, §3523(c)(1), (Budget and Accounting Procedures Act of 1950, as amended).  Chapter 7 provides, in part, that when the Comptroller General/Government Accountability Officer (GAO) decides an audit must be conducted at a place at which the records are usually kept, the Comptroller General/GAO may require the head of the agency to keep any part of an account of an accountable official or of a record required to be submitted to the Comptroller General/GAO.  The Comptroller General/GAO may require records be kept under conditions and for a period of not more than 10 years.  However, the Comptroller General/GAO and the head of the agency may agree on a longer period.  (http://www.gpo.gov/fdsys/).
5.  40 U.S.C. Chapter 25 – Information Technology Management (Clinger-Cohen Act of 1996, also known as the Information Technology Management Reform Act of 1996).  Requires agencies to establish procedures to ensure it has present on its computers and uses only computer software that complies with applicable copyright laws.  Such procedures include developing and maintaining adequate recordkeeping systems.  (http://www.gpo.gov/fdsys/).
6.  44 U.S.C. Chapters 21, 29, 31, 33:  The Federal Records Act of 1950 and the Records Disposal Act of 1943, as amended, (44 U.S.C., Chapters 21, 29, 31, and 33).  Sets the policies, procedures, and controls for creating, maintaining, and disposing of the Federal Government’s records.  (http://www.gpo.gov/fdsys/).
a.  Chapter 21 – National Archives and Records Administration.  This chapter outlines the authorities and responsibilities of the National Archives and Records Administration.
b.  Chapter 29 – Records Management by the Archivist of the United States and by the Administrator of General Services.  This chapter covers the objectives of records management, regulations regarding records custody and control, general records management responsibilities, standards for retention, security measures, and provisions for inspection of Federal records by the National Archives and Records Administration.
c.  Chapter 31 – Records Management by Federal Agencies.  This chapter includes regulations regarding the records management responsibilities of Agency Heads; general duties; establishing a records management program; transfer of records to Federal Records Center; certifications and determinations; safe guards; and unlawful removal or destruction of federal records, 
d.  Chapter 33 – Disposal of Records.  This chapter includes regulations on disposal and disposal procedures of records, and policies and procedures for submitting records schedules to the Archivist of the United States for approval.
7.  44 U.S.C. Chapter 35 – Coordination of Federal Information Policy (Paperwork Reduction Act of 1980, as amended, Paperwork Reduction Reauthorization Act of 1995, and Government Paperwork Elimination Act).  The Paperwork Reduction Act (PRA) mandates all Federal Government agencies obtain approval from the Office of Management and Budget (OMB) before promulgating a form that will impose an information collection burden on the general public.  The PRA is periodically reauthorized by Congress.   The Government Paperwork Elimination Act (GPEA) requires Federal agencies to allow individuals or entities that deal with the agencies the option to submit information or transact with the agency electronically, when practicable, and to maintain records electronically, when practicable. (http://www.gpo.gov/fdsys/).
8.  36 CFR Chapter XII, Subchapter B – Records Management.  This subchapter contains regulations affecting Federal agencies and their records management programs. (http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&tpl=%2Findex.tpl) or   (http://www.gpo.gov/fdsys/).
a.  Part 1220.  Federal Records: General.  This section outlines the records management responsibilities of the National Archives and Records Administration (NARA), General Services Administration (GSA), and Federal agencies.  Includes requirements for notifying NARA of the individual(s) assigned operational responsibility for the records management program and those officials authorized by the head of the agency to sign records disposition schedules and requests for records transfers.

b.  Part 1222.  Creation and Maintenance of Federal Records.  Covers identification and management of record and non-record documents, recordkeeping requirements, and contractor records.   

c.  Part 1223.  Managing Vital Records.  This part specifies policies and procedures needed to establish a program to identify, protect, and manage vital records as part of an agency's continuity of operation plan designed to meet emergency management responsibilities.
d.  Part 1224. Records Disposition Programs.  Establishes actions agencies must take to implement an effective records management program.
e.  Part 1225. Scheduling Records.  Establishes requirement that all Federal records must be covered by a NARA-approved disposition schedule and provides the principal steps in developing an agency records schedule.
f.  Part 1226. Implementing Disposition.   Provides guidance on implementing a NARA approved records schedule.
g.  Part 1227. General Records Schedules (GRS).  This part of the CFR establishes the requirements that all Federal agencies are to follow in implementing the GRS issued by the Archivist of the United States covering records that are common to all agencies. 
h.  Part 1228.  Loan of Permanent and Unscheduled Records.  This part sets forth the regulations regarding the loan of permanent and unscheduled agency records.
i.  Part 1229.  Emergency Authorization to Destroy Records.  This part describes certain conditions under which records may be destroyed without regard to the provisions of part 1226 of this chapter.
j.  Part 1230.  Unlawful or Accidental Removal, Defacing, Alteration, or Destruction of Records.  Outlines responsibilities for prevention and reporting, including the requirement that a report to NARA must be submitted or approved by the individual authorized to sign records disposition schedules.

k.  Part 1231.  Transfer of Records from the Custody of One Executive Agency to Another.  Provides the requirements an executive agency must follow regarding transfer of records to another agency.  
l.  Part 1232.  Transfer of Records to Records Storage Facilities.  Establishes criteria for records storage facilities.
m.  Part 1233.  Transfer, Use, and Disposition of Records in a NARA Federal Records Center.  Sets forth the procedures that agencies must follow regarding transfer of records to a Federal Records Center.
n.  Part 1234.  Facility Standards for Records Storage Facilities.  This part covers the establishment, maintenance, and operation of records centers, whether Federally-owned and operated by NARA or another Federal agency, or Federally-owned and contractor operated.  This part also covers an agency's use of commercial records storage facilities.
o.  Part 1235.  Transfer of Records to the National Archives of the United States.  This part establishes general requirements for transfer of agency records to NARA, the administration of transferred records, and transfer specifications and standards.
p.  Part 1236.  Electronic Records Management.  This part establishes records management and preservation considerations for designing and implementing electronic information systems, as well as requirements for electronic records.
q.  Part 1237.  Audiovisual, Cartographic, and Related Records Management.  This part prescribes additional policies and procedures for managing audiovisual, cartographic, and related records to ensure adequate and proper documentation and authorized, timely, and appropriate disposition.
r.  Part 1238.  Microforms Records Management.  This part covers the standards and procedures for using micrographic technology in the management of Federal records.
s.  Part 1239.  Program Assistance and Inspections.  Part 1239 identifies the types of records management guidance and program assistance NARA provides to agencies under its mandate; the conditions under which NARA invokes inspection authority; and the requirements for agencies to cooperate fully in such inspections.
9.  OMB Circular No.  A-123 – Management Accountability and Control.  Requires Federal agencies to limit access to records to authorized individuals, and to record/document transactions.  (http://www.whitehouse.gov/omb/circulars_a123_rev)

10.  OMB Circular No.  A-130 – Management of Federal Information Resources.  This circular defines records and records management, states that the systematic attention to the management of government records is an essential component of sound public resources management, directs Federal agencies to include records management in information management planning and the capital planning process, and directs agencies in the implementation of records management.  (http://www.whitehouse.gov/omb/circulars_a130_a130trans4/).
11.  NARA, Disposition of Federal Records:  A Records Management Handbook.  Explains how to establish, manage, and operate a records disposition program within a Federal agency.  (http://www.archives.gov/records-mgmt/pdf/dfr-2000.pdf).
12.  NARA General Records Schedules (GRS).  Records categories and retention periods issued by the Archivist of the United States to provide disposition authorization for records common to several or all agencies of the Federal Government.  (http://www.archives.gov/records-mgmt/grs/).
13.  Department of Defense 5015, v.2, Electronic Records Management Software Application Design Criteria Standard (DoD 5015.2-STD, June 2002).  This standard, recommended by NARA for use by all Federal agencies, provides design criteria standards for electronic records management software applications.  (http://www.archives.gov/records-mgmt/initiatives/dod-standard-5015-2.html).
14.  International Standards Organization (ISO) 15489-1: 2001, Information and documentation – Records Management©.  A NARA recommended source for records management guidance, ISO 15489 is the international standard for records management.  ISO 15489-1 is consistent with NARA’s approach to records management, emphasizing the importance of trustworthy records and the concepts of authenticity, reliability, integrity, and usability of records.

15.  Federal Rules of Civil Procedure (FRCP), as amended (2006, 2009).  The FRCP governs civil procedure (that is, for civil lawsuits) in U.S. district (Federal) courts.  http://www.uscourts.gov/uscourts/RulesAndPolicies/rules/CV2009.pdf.
16.  USDA DR 1800-001, Departmental Emergency Programs Responsibilities.  This USDA regulation outlines the domestic emergency programs responsibilities of the Department and designates the USDA agencies that carry out these responsibilities at the national, State, and county levels.  (http://www.ocio.usda.gov/directives/doc/DR1800-001.htm).

17.  USDA DR 3080, Records Management.  This U.S. Department of Agriculture (USDA) regulation sets forth and summarizes the policies, responsibilities, and procedures for the creation, maintenance, use, and disposition of all records and other documentary materials throughout USDA.  (http://www.ocio.usda.gov/directives/).

18.  USDA DR 3090-001, Litigation Retention Policy for Documentary Materials including Electronically Stored Information.  This USDA regulation prescribes Department-wide enterprise policies and responsibilities related to the retention of record and non-record documentary materials, including electronically stored information (ESI), for discovery or other litigation-related purposes.  (http://www.ocio.usda.gov/directives/). 

19.  USDA DR 3099-001, Records Management Policy for Departing Employees, Contractors, Volunteers, and Political Appointees.  This USDA regulation establishes the policy for removal of official records from the custody of the USDA and/or access to the documentary material by departing employees, contractors, volunteers, and political appointees.  (http://www.ocio.usda.gov/directives/).
20.  USDA DM 3570-001, Disaster Recovery and Business Resumption Plans.  This USDA manual includes policy for continuing program delivery in the event of natural, human, or environmental disaster or emergency; and direction on preparing and implementing a Disaster Recovery Plan and a Business Resumption Plan.  (http://www.ocio.usda.gov/directives/doc/DM3570-001.htm ).
21.  USDA DR 4070-735-001, Employee Responsibilities and Conduct.  This USDA regulation sets forth the Department’s policies, procedures, and standards on employee responsibilities and conduct.  (http://www.ocio.usda.gov/directives/doc/DR4070-735-001.pdf). 
6230.2 - Objective

1.  Summarize the Forest Service policies and responsibilities for creation, maintenance, use, and disposition of records and other documentary materials; 

2.  Establish the records management responsibilities of Agency personnel; and 

3.  Maintain an active program for the economical and efficient management of Agency records.

6230.3 - Policy

1.  Identification of Records.  All Agency information that meets the definition of a record, as set forth in 44 USC 3301, regardless of media, must be properly identified and is subject to the Agency’s records management policies and retention schedules as 
approved by NARA and codified in FSM 6230 and FSH 6209.11.  A record may only be destroyed in accordance with NARA approved records schedules.  Records not properly scheduled for disposition are not authorized for destruction.
2.  Create and or retain proper and adequate documentation of the organization, functions, policies, decisions, procedures, and essential transactions of the Forest Service to protect the legal and financial rights of the Government and of persons directly affected by the Agency’s activities.  (44 U.S.C. 3101).
3.  Obtain NARA approval of the Forest Service comprehensive disposition schedule and amendments for records created within the Agency.
4.  The Forest Service Records Schedule incorporates by reference the General Records Schedule (GRS) issued by NARA.  Wherever a discrepancy exists between the Forest Service records schedule and the GRS, the GRS must prevail unless NARA grants an exemption to the GRS item via an approved SF-115 (Request for Records Disposition Authority).
5.  Establish and maintain a records management program that complies with NARA, GSA, GAO, and USDA regulations and guidance.

6.  Obtain GAO approval of disposition schedules for fiscal records when retention periods differ from those in the General Records Schedule published by NARA.

7.  Establish and maintain an up-to-date media-neutral coordinated filing system that meets Agency needs and uses numbers and headings for file designations that correspond to the Forest Service Manual chapters and titles.

8.  Establish and maintain an up-to-date crosswalk between the USDA and the Forest Service file coding systems.

9.  Maintain records, regardless of media, as approved by the Archivist of the United States, USDA Records Officer, and the Chief:

a.  Follow the Forest Service records schedules as proposed and developed by the Agency Records Officer; 

b.  Use established procedures set forth in FSM 6230 and FSH 6209.11, Records Management; and
c.  File records in approved repositories.

10.  When transitioning from paper (hardcopy) to electronic records, a duplicate set of the subject hardcopy and electronic records must be maintained for a specified time period as established in the transition documentation.
11.  Retain and maintain electronic records in one of the following:

a.  A records management system compliant with Department of Defense 
5015.2-Std – Design Criteria Standards for Electronic Records Management Software Applications.
b.  A system compliant with NARA’s Records Management Initiative (RMI) and ISO Records Management Standard 15489, that ensures records are trustworthy and have authenticity, reliability, integrity, and usability.

12.  The retention period for electronically stored information (ESI) will be consistent with Agency policies set forth below.  

a.  Any ESI documenting the business of the Agency is an agency record and is subject to the records management policies of the Agency as approved by NARA.  Records not properly scheduled for disposition may not be destroyed; records may be destroyed only in accordance with NARA approved records disposition schedules.
b.  Retain non-record ESI, per approved Agency policies for maintenance and retention of data, on backup media for purposes such as disaster recovery.  

13.  Establish Forest Service policies and procedures to ensure compliance with USDA direction regarding:  

a.  Litigation hold, as well as the Federal Rules of Civil Procedure, as amended.
b.  Removal of official records from the custody of the Agency and/or access to documentary material by departing employees, contractors, volunteers, and political appointees.
14.  Establish Forest Service policies and procedures to ensure Agency records created, processed, or in the possession of a contractor or non-federal entity working for or on the behalf of the Forest Service, are safeguarded and managed according to the Federal Records Act and Agency policies and procedures set forth in Forest Service Manual 
6230, Records Creation, Maintenance, and Disposition; and Forest Service Handbook 6209.11, Records Management.

15.  Establish policies and procedures to identify, protect, and manage vital records as part of the Agency’s Continuity Operations Plan (COOP) to meet emergency management responsibilities.

16.  Establish retrieval procedures for vital records that are easily implemented and ensure that hardware, software, and system documentation is adequate to operate the system and to access the records that will be available in an emergency.

17.  Comply with laws and regulations regarding collection and maintenance of records containing Personally Identifiable Information (PII), and information and records subject to the Privacy Act (as amended).  Establish Forest Service policies and procedures to ensure the protection of sensitive information, including (but not limited to):

a.  Personnel issues regarding specific employees.
b.  Law enforcement and administrative investigations.
c.  Social Security Numbers.
d.  Personal financial information.
e.  Business financial information.
f.  Privacy Act Systems of Records.
g.  Information about minors.
18.  Records and documents containing Personally Identifiable Information (PII):

a.  Should be stored on corporate servers and file systems;

b.  Cannot be transported off Forest Service premises without written authorization from supervisor or authorized senior agency official; and 

c.  Cannot be downloaded to any unencrypted device or storage media.

19.  Establish policies and procedures to ensure Forest Service oversight of a contractor’s records to ensure:

a.  Contractors comply with Federal and Agency recordkeeping requirements.
b.  Personnel initiating contracts coordinate records management requirements with the Agency Records Officer or designated records manager.  Contract language must include requirements for the delivery of all pertinent documentation of contractor program execution and delivery of all records created or maintained that may have value to the United States Government, as determined by authorized Agency personnel.
20.  Establish policies and procedures to ensure records generated by Agency directives or forms are scheduled for retention.

21.  Establish Agency policies, procedures, and standards on document imaging to ensure conversion process meets NARA requirements.

22.  Establish Agency policies and procedures to ensure vital records and databases are protected and readily available.  

6230.4 - Responsibility

6230.41 - Service-wide
6230.41a - All Employees, Contractors, Volunteers, and Political Appointees
It is the responsibility of all Forest Service employees, contractors, volunteers, and political appointees to:
1.  Create the records needed to ensure adequate and proper documentation of Agency activities.
2.  Maintain record and non-record documentary material according to prescribed Agency policy and procedures, as set forth in FSM 6230 and FSH 6209.11, and in such a manner that ensures expeditious search and retrieval by all authorized individuals.
3.  Clearly designate as personal those papers of a private or nonofficial nature pertaining solely to their personal affairs.  Such papers must be filed separately from the records of the office.

4.  Follow established procedures to ensure records are protected from theft, loss, and unauthorized access, safeguarding records until they are authorized for disposition.  The unauthorized removal, concealment, falsification, mutilation, and/or disposition of official records is prohibited by law and is subject to penalty (18 U.S.C. 2071). 

5.  Cooperate with Agency records management staff (Records Officer, records managers, and records liaisons) regarding records management activities, including but not limited to those identified in 6230.41paragraphs c and d.
6.  Report any apparent instances of unauthorized disposition to the supervisor, the unit records manager or liaison, or the Agency Records Officer.

7.  Safeguard and protect from unauthorized disclosure personally identifiable information (PII) of other employee, contractors, volunteers, political appointees, and members of the public.
8.  Ensure that records containing PII are only stored on government-provided equipment (PC, laptop, and so forth) and only transmitted via government email systems.
9.  Immediately report any known or suspected breach of the PII safeguards or policies, or actual unauthorized disclosure of PII to a supervisor or other management official.

6230.41b - Managers, Supervisors, and Project Leaders
In addition to the responsibilities outlined in FSM 6230.41a, it is the responsibility of employees in managerial or supervisory positions, including but not limited to the Chief, Associate Chief, Chief of Staff, Chief Financial Officer, deputy chiefs, associate deputy chiefs, directors, line officers, staff supervisors, program leaders, team leaders, and project leaders to:
1.  Ensure that Forest Service employees, contractors, volunteers, and political employees are aware of records management responsibilities and the established recordkeeping requirements.

2.  Implement and adhere to all Agency mandated programs, processes, systems, and procedures established to fulfill recordkeeping responsibilities for each area(s) of responsibility.

3.  Periodically review the implementation of records management policies and procedures to ensure appropriate and consistent compliance for area of responsibility.

4.  Disseminate to subordinates the records management directives, as published in the Forest Service directives system, applicable to the area of responsibility.

5.  Ensure cooperation with the Agency Records Officer and designated records management staff regarding records management activities, including but not limited to those identified in 6230.41c and d.
6.  Immediately report verified instances of unauthorized records disposition to the Agency Records Officer.  This includes any unauthorized destruction of Agency records by natural events or human actions.

7.  Ensure vital records and databases are protected and readily available.  

a.  Include information about vital records in Continuity of Operations Plan(s) (COOP).

b.  Provide for the maintenance of emergency operating (vital) records, and assurance of their continued state of readiness.

c.  Ensure vital records (electronic and hard copy documents, references, records, and information systems needed to support essential functions) are pre-positioned at alternate sites.  Agency personnel shall have access to and be able to use these records and systems in conducting their essential functions.

6230.41c - Records Managers

FSM 6230.41, exhibit 01, shows the relationship between the Agency Records Officer, records managers, and records liaisons.  In addition to the responsibilities outlined in FSM 6230.41, paragraphs a and b (as applicable), records managers shall:

1.  Be responsible for oversight of records management activities occurring within assigned area of responsibility, ensuring records are protected from theft, loss, and unauthorized access and are managed according to the policies and procedures found in FSM 6230 and FSH 6209.11.  

2.  Routinely represent assigned staff or unit at records management meetings, including but not limited to those organized by the Agency Records Officer.

3.  Implement and adhere to all Agency and federally mandated records management policies, procedures, processes, programs, and systems.

4.  As assigned, serve as the staff/unit representative regarding internal matters pertaining to records management and litigation hold.  

5.  As assigned, represent the staff/unit in matters pertaining to records management issues involving other Federal agencies or external organizations, including but not limited to Federal Records Centers.
6.  Coordinate with appropriate records liaisons to ensure the creation and maintenance of  a current descriptive inventory (file plan) of all applicable staff/unit official file stations (hardcopy records) and/or record directories (electronic records), along with the name of the assigned Agency employee contact for each.

7.  Provide training, advice, and counsel to employees, contractors, volunteers, political appointees (such as Resource Advisory Committee members), and records liaisons regarding the maintenance and disposal of Agency records (regardless of media) according to direction found in FSM 6230 and FSH 6209.11, consulting with subject matter experts, records managers, and the Agency Records Officer, as appropriate.

8.  Follow established procedures to ensure all applicable staff/unit employees, contractors, volunteers, and appointed officials do not remove Federal records from Forest Service custody without appropriate authorization; periodically reviewing implementation of Agency records management policies and procedures to ensure appropriate and consistent compliance.

9.  Provide records management oversight and guidance to assigned records liaisons (Example:  regional records manager provides oversight and guidance to forest records liaisons).  

10.  Routinely schedule and conduct records management meetings with assigned records liaisons.

11.  Ensure prompt and appropriate disposal of temporary records according to direction found in FSH 6209.11.  

12.  Upon receipt, of official FRC notification, use established Agency procedures and approved forms to approve or deny requests to destroy Agency records.  
13.  As appropriate, approve and submit field and staff requests to:

a.  Transfer Agency records to Federal Records Centers (FRCs).

b.  Retrieve Agency records from FRC storage and ensure retrieved records are either returned to FRC storage or otherwise appropriately disposed or destroyed.

14.  Conduct regularly scheduled formal reviews of staff/unit and field records programs and official file stations.  Report review findings via written report to the Agency Records Officer and appropriate unit officials.  Reviews are conducted to ensure:

a.  Adequate and proper documentation of records management activities are maintained.

b.  Records management programs meet Federal, USDA, and Agency records management standards.

c.  Established records management policies and procedures are appropriately and consistently implemented.

d.  Records are maintained in accordance with approved Agency records schedules and policies, including the appropriate transfer and/or destruction of temporary and permanent records.  
15.  Coordinate with the Agency Records Officer, records managers, and records liaisons regarding records management activities, including but not limited to:

a.  Dissemination of internal Agency records management information. 

b.  Reporting status of records management program as requested.

c.  Coordination of training.

d.  Scheduling and conducting records exit interviews.

e.  Coordination of litigation hold and discovery activities.

f.  Disposition of records, including transfers to FRC.

g.  Scheduling and conducting records inventories and program reviews.

16.  Obtain Agency Records Officer approval on all requests to:

a.  Transfer Agency records to the ownership of the National Archives.

b.  Donate Agency records to another Federal agency or external organization.

17.  Participate in the development of new or revised Agency programs, processes, systems, and procedures to guarantee that adequate recordkeeping requirements are established and implemented.

18.  Review directives, local supplements, and standard operating procedures to ensure guidance does not conflict with established Agency records management policy and regulatory requirements.

19.  Identify and inform the Agency Records Officer of potential new records series for inclusion in the Agency records disposition schedule.

20.  Inform the Agency Records Officer of new information systems or modifications to existing systems as required by OMB Circular A-130 to ensure records management and archival functions are incorporated into the design, development, and implementation of information systems.
21.  Coordinate with line officers and staff members to ensure information about vital records is included in the unit Continuity of Operations Plan(s).
6230.41d - Records Liaisons
FSM 6230.41, exhibit 01, shows the relationship between the Agency Records Officer, records managers, and records liaisons.  Records liaisons are assigned to specific staffs or Forest Service field units.  In addition to the responsibilities outlined in FSM 6230.41 paragraphs a and b (as applicable), records liaisons shall:

1.  Be responsible for the records management activities of their assigned staff or unit, and ensure records are protected from theft, loss, and unauthorized access, and managed according to the policies and procedures found in FSM 6230 and FSH 6209.11.
2.  Routinely represent assigned staff or unit at records management meetings, including but not limited, to those organized by an assigned records manager.

3.  Implement and adhere to all Agency and federally mandated records management policies, procedures, processes, programs, and systems.
4.  Use designated procedures and forms to submit the following actions to assigned records manager(s) for approval and action:  
a.  Requests to transfer Agency records to a Federal Records Center (FRC) or the National Archives.

b.  Requests to retrieve Agency records from the FRC. 

c.  Requests for approval to destroy records stored at FRCs.
d.  Referrals and concurrences regarding destruction of Agency records maintained in Agency-approved electronic records management systems.
e.  Transfers of Agency records to the ownership of NARA.

f.  Donations of Agency records to another Federal agency or external organization.
5.  Coordinate the following records management activities with assigned records manager(s):  

a.  Representing assigned staff/unit in matters pertaining to records management issues involving other Federal agencies or external organizations.

b.  Creation and maintenance of a current descriptive records inventory (file plan) of all applicable staff/unit official file stations (hardcopy records) and/or record directories (electronic records), along with the name of the assigned Agency employee contact for each.
c.  Dissemination of internal Agency records management information.
d.  Presentation of formal internal records training courses.  

e.  Scheduling and/or conducting periodic reviews of staff/unit records management policies and procedures to ensure appropriate and consistent compliance by assigned unit/staff.
f.  Preparation of staff/unit records management program(s) status reports.

g.  Preparation of responses to litigation hold and discovery notices.

h.  Identification of new or revised programs, processes, systems, and procedures to guarantee that adequate recordkeeping requirements are established and implemented.
6.  Provide training, advice, and counsel to employees, contractors, volunteers, and political appointees regarding the maintenance and disposal of records (regardless of media) according to direction found in FSM 6230 and FSH 6209.11, consulting with subject matter experts, records managers, and the Agency Records Officer as appropriate.
7.  Follow established procedures to ensure all applicable staff/unit employees, contractors, volunteers, and appointed officials do not remove Agency records from Forest Service custody without appropriate authorization.
8.  Ensure prompt and appropriate disposal of on-site temporary hardcopy records are in accordance to the direction found in FSH 6209.11.
9.  Coordinate with assigned records manager, line officer, and staff members to ensure information about vital records is included in the unit COOP Plan(s).
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6230.42 - Washington Office

6230.42a - Chief

The Chief is responsible for ensuring the establishment and maintenance of an active and continuing Forest Service Records Management program.  In addition to the responsibilities outlined in FSM 6230.41, paragraphs a and b (as applicable), the Chief shall:
1.  Approve or delegate the authority to approve records management directives, ensuring the appropriate dissemination of this information within the Agency.
2.  Ensure the Agency develops, establishes, and implements new or revised programs, processes, systems, and procedures to fulfill recordkeeping requirements.
3.  Ensure employees, contractors, volunteers, and political appointees are aware of records management responsibilities and established recordkeeping requirements.
4.  Ensure the development and implementation of records schedules for all records created and received by the Agency, in accordance with guidelines established by the National Archives and Records Administration, the General Accountability Office, and the U.S. Department of Agriculture.
5.  Review, periodically Agency records management requirements to validate currency and assess implementation of approved policies and procedures.
6.  Designate the Agency Records Officer, upon recommendation of the Director of the Office of Regulatory and Management Services (ORMS).  Such approval is given via official letter of notification signed by the Chief, or designated acting, and addressed to the Archivist of the United States and the USDA Records Officer.  The letter must include the Agency Records Officer’s name and official contact information (e-mail and postal addresses, phone, and fax numbers).

7.  Designate a staff records liaison for the Chief and executive staff and notify the Washington Office Records Manager of the assignment.  See FSM 6230.41d for Records Liaison duties and responsibilities
6230.42b - Associate Chief, Deputy Chiefs, Associate Deputy Chiefs, and Chief Financial Officer
In addition to the responsibilities outlined in FSM 6230.41, paragraphs a and b (as applicable), the Associate Chief, deputy chiefs, associate deputy chiefs, and the Chief Financial Officer shall appoint a records liaison from their immediate staff and notify the Washington Office Records 
Manager of the assignment.  The staff records liaison shall represent the staff at Washington Office records meetings and perform the records management activities set forth in 
FSM 6230.41d.
6230.42c - Washington Office Staff Directors
In addition to the responsibilities listed in section 6230.41, a and b, Washington Office staff directors shall: 
1.  Appoint a records liaison from their immediate staff and notify the Washington Office Records Manager of the assignment (see FSM 6230.41d), unless directed by subsequent text to appoint a records manager in lieu of a records liaison (see FSM 6230.43 through FSM 6230.46).

2.  Participate in the development and review of records management regulations and directives as requested by the Agency Records Officer and Washington Office Records Manager, or assigned agent.

3.  Establish and document a staff file plan that complies with the Agency records schedule and file plan as issued in FSH 6209.11 – Records Management.

4  Actively cooperate with the USDA Records Officer, Agency Records Officer, and Washington Office Records Manager (or assigned agent) in responding to requests for information and records.

5  Notify the Agency Records Officer and the Washington Office Records Manager of organizational or program changes that will result in establishment of new types of records, changes in records coding or retention, and transfer or termination of records categories no longer required by the Agency for transaction of official business.

6230.43 - Washington Office, Office of Regulatory and Management Services
The Washington Office, Office of Regulatory and Management Services (ORMS), administers the Forest Service records management program, ensuring Agency records management policies and procedures are developed and maintained in conformance with all laws, regulations, policies, and standards.

6230.43a - Director, ORMS
In addition to the responsibilities outlined in FSM 6230.41, paragraphs a and b (as applicable), and 6230.42c, the Director of ORMS shall ensure the establishment and maintenance of an active and continuing records management program by:

1.  Recommending to the Chief for approval the name of the employee to be designated the Agency’s Records Officer.
2.  Appointing the Washington Office Records Manager and notifying the Agency Records Officer and Washington Office staff directors of the assignment.  The duties and responsibilities of the Washington Office Records Manager are found in FSM 6230.41c and 6230.45e. 

3.  Appointing a records liaison from the immediate staff and notifying the Washington Office Records Manager of the assignment.  The staff records liaison shall represent ORMS at Washington Office records meetings and perform the records management activities set forth in FSM 6230.41d.

4.  Reviewing proposed records management directives.

5.  Ensuring the Agency develops, establishes, and implements new or revised programs, processes, systems, and procedures to fulfill recordkeeping requirements.

6.  Supporting efforts to ensure all Forest Service employees, contractors, volunteers, and political appointees are aware of records management responsibilities and established recordkeeping requirements.

7.  Serving as an advocate for the Agency records management program to senior leadership.

6230.43b - Assistant Director, ORMS - Records Management
In addition to the responsibilities outlined in FSM 6230.41, a and b (as applicable), and 6230.42c, the Assistant Director for ORMS - Records Management, as assigned by the Director of ORMS, shall provide general program oversight regarding the establishment and maintenance of an active and continuing records management program by:

1.  Consulting with the Director of ORMS regarding the employee to be designated as the Agency Records Officer.

2.  Supervising, as assigned by the Director of ORMS, the:

a.  Agency Records Officer, duties and responsibilities set forth in FSM 6230.43c.
b.  Washington Office Records Manager, duties and responsibilities set forth in 
FSM 6230.41c. 
c.  Other Washington Office Records team members, including litigation coordinators and records specialists, duties and responsibilities as appropriate.
3.  Reviewing proposed records management directives.

4.  Assisting the Director of ORMS in ensuring the Agency develops, establishes, and implements new or revised programs, processes, systems, and procedures to fulfill recordkeeping requirements.

5.  Supporting efforts to ensure all Forest Service employees, contractors, volunteers, and political appointees are aware of records management responsibilities and established recordkeeping requirements.

6230.43c - Agency Records Officer
The Forest Service has a single Records Officer, hereafter referred to as the Agency Records Officer.  As assigned, the Agency Records Officer serves as records manager for the Washington Office Headquarters (see FSM 6230.45e).  In addition to the responsibilities outlined in 
FSM 6230.41, paragraphs a and b (as applicable), the Agency Records Officer shall:

1.  Serve as the designated Agency official responsible for oversight of the Forest Service records management program.  
2.  Serve as the Agency representative with the National Archives and Records Administration, Office of General Counsel, other Federal agencies, and external organizations on matters pertaining to records management and litigation hold.
3.  Represent the Forest Service at records management meetings, including but not limited to those organized by the USDA Records Officer or NARA.

4.  Obtain required external approvals of proposed records retention schedules and direction.
5.  Submit proposed records retention schedules and directives to Agency deciding officials for approval.
6.  Sign notifications of document destruction, routine correspondence, required forms and records destruction authorizations over signature block that includes name and title (Agency Records Officer), as required by NARA (36 CFR Parts 1220, 1230).  The Forest Service Records Officer is the Agency representative responsible for signing and submitting to NARA for approval forms SF-115 (Request for Records Disposition Authority) and SF-258 (Agreement to Transfer Records to the National Archives of the United States).
7.  Respond to USDA by:

a.  Coordinating Agency records management activities with the USDA Records Officer.  Tier the Forest Service records management program, including direction, to USDA policies and standards, including creation of crosswalk of Forest Service file codes to the USDA file coding system.  

b.  Obtaining USDA Records Officer’s approval of proposed records management directives prior to submittal to Agency deciding official for approval.

c.  Assisting the Department Records Officer in administering the records management program to ensure reasonable uniformity throughout the Department.

d.  Providing the Departmental Records Officer with information and documentation requested for review of the mission area, Agency, or staff office records management program.

e.  Serving on the review team conducting the evaluation of the records management program of another mission area or agency, as requested; reporting review findings to the Department Records Officer.
f.  Reporting any unlawful or accidental removal, defacing, alteration, or destruction of Department records to the Departmental Records Officer and NARA.  (44 USC 3106).
8.  Participate in Agency Records Management by providing for:

a.  Oversight and Coordination:
(1) Provide oversight and coordinate the network of Forest Service records managers and liaisons responsible for records management activities in the Washington Office and field offices. 

(2) Coordinate participation of mission area and program managers, CIO staff, as well as Agency records managers and liaisons, in the development of new or revised Agency programs, processes, systems, and procedures that guarantee adequate recordkeeping requirements are established and implemented.

(3) Identify, and when necessary, develop resources for the proper training of Agency records managers and liaisons, employees, managers, contractors, volunteers, and political appointees.

(4) Provide information for the briefing of program and senior managers, and conduct briefings as appropriate.

(5) Routinely monitor compliance and verify maintenance of current descriptive lists and directories for all official file stations and official records (regardless of media) located within the Agency.

(6) Ensure employees have the necessary resources to increase and maintain   awareness of records management responsibilities and established recordkeeping requirements.

(7) Ensure reviews of Washington Office, regional office, and research station records management programs are routinely scheduled and conducted, and that written reports of review findings are provided to the Director of ORMS and the USDA Records Officer.  Reviewers shall evaluate:

(a) Conformance with Government-wide, Department-wide, and Agency-wide records management standards; 
(b) Maintenance of adequate and proper documentation of the organization, functions, policies, decisions, procedures, operations, or other activities of the Agency;
(c) Preservation of permanent records; and

(d) Timely disposal of temporary records in accordance with approved Agency policies, procedures, and schedules. 
(8) Establish standards and procedures that conform to USDA departmental regulations, thereby ensuring that Forest Service political appointees, employees, contractors, and volunteers do not remove Federal records from Agency custody without appropriate authorization.

b.  Guidance:
(1) Evaluate Forest Service records and recommend Service-wide standards regarding the suitability of records as permanent and temporary documentation of the Agency’s organization, functions, policies, decisions, procedures, and essential transactions.  

(2) Ensure recommended Service-wide standards furnish the information necessary to protect the legal and financial rights of the Government and of persons directly affected by the Agency’s activities.

(3) Propose standards, processes, and procedures for the systematic creation, maintenance and use, retention, transfer, and disposition (inventory, appraising, scheduling, and retiring) of Agency records for all organizational levels, ensuring Service-wide standardized records and file management.

(4) Propose retention and control schedules that establish, revise, or delete file designations codified in Forest Service handbook 6209.11 – Records Management, ensuring the Agency has up-to-date records management direction.

(5) Ensure Agency file codes are consistent with Forest Service Manual chapters and title coding.

(6) Ensure proposed changes, including assignment of file codes and designations, improve the existing file system.

(7) Propose and/or review recordkeeping requirements for new and revised procedures, processes, programs, and systems to ensure compliance with Agency records requirements.
9.  Oversee Litigation Hold:

a.  Develop and propose litigation hold policies and procedures that comply with the Federal Rules of Civil Procedure, as amended, and Departmental Regulation 
3090-001 – Litigation Retention Policy for Documentary Materials including electronically stored information (ESI). 

b.  Coordinate litigation hold activities with Agency program and CIO (including Information Technology staff), the Office of General Counsel, and other entities, as required, to ensure all Agency records are accessible for discovery purposes.

6230.44 - Chief Information Officer (CIO)
In addition to the responsibilities outlined in FSM 6230.41, a and b (as applicable), and 6230.42c, the Chief Information Officer shall:

1.  Designate the Chief Information Office Records Manager and inform the Agency Records Officer of the selection.  The responsibilities of the CIO Records Manager are set forth in FSM 6230.41c.
2.  Ensure that information technology systems provide adequate and cost-effective records management and retention capabilities.
3.  Ensure that records management is an Agency capability that is included as part of Enterprise Architecture planning.

4.  As information systems are planned, the CIO shall:

a.  Ensure that the CIO Records Manager and/or the Agency Records Officer are included in the initial planning for new systems and the plans for migration or updates from existing systems.

b.  Provide cost estimates for the maintenance of record copies in electronic media, including the migration of the records to new systems, as there are upgrades and changes in software and hardware systems.  Maintenance issues must address the cost of appropriate storage facilities that meet the agency records facility requirements listed in 36 CFR Chapter 12, Subchapter B – Facility Standards, §1234.10-1234.14.  Migration costs must include the conversion, verification, and validation of the data for the life of the record.
c.  Provide guidance on the security of the record in electronic media over the life of the record.  Records must be valid, reliable, have integrity, and be usable 
(FSM 6230.3 §§11a and b), and meet legal requirements in a court of law.  

6230.45 - Job Corps, Law Enforcement and Investigations, International Institute of Tropical Forestry, Northeastern Area State and Private Forestry, Washington Office Commuting Area Headquarters, and Washington Office Satellite Offices
The responsibilities listed in sections 6230.45 paragraphs a through e below are in addition to those found in FSM 6230.41a-b (as applicable) and FSM 6230.42c.
6230.45a - Job Corps

1.  Job Corps National Director:

a.  Responsible for the Job Corps records disposition program.  
b.  Ensure the establishment and maintenance of an active and continuing records management program, including assignment of a National Job Corps Records Manager.  Notification of the assignment must be provided, in writing, to the Director of ORMS and the Agency Records Officer.  The responsibilities of the Job Corps Records Manager are set forth in FSM 6230.41c, and include oversight of records programs and records liaisons at all Forest Service Job Corps Centers.
2.  Job Corps Center directors:
a.  Responsible for their assigned unit’s records disposition program.  

b.  Ensure the establishment and maintenance of an active and continuing records management program, including assignment of a Center records liaison.  The Center director shall provide written notification of the assignment to the National Job Corps Director and the Job Corps Records Manager.  The responsibilities of Job Corps Center records liaisons are set forth in FSM 6230.41d.

6230.45b - Law Enforcement and Investigations
1.  Director of Law Enforcement and Investigations:

a.  Responsible for the Law Enforcement and Investigations records disposition program.  

b.  Ensure the establishment and maintenance of an active and continuing records management program, including assignment of a National Law Enforcement Records Manager.  Notification of the assignment must be provided, in writing, to the Director of ORMS and the Agency Records Officer.  The responsibilities of the Law Enforcement Records Manager are set forth in FSM 6230.41c. and include oversight of records programs and records liaisons at all Forest Service Law Enforcement and Investigations units.

2.  Special Agents in Charge:

a.  Responsible for their assigned staff’s records disposition program.  

b.  Ensure the establishment and maintenance of an active and continuing records management program, including assignment of a staff records liaison.  The special agent in charge shall provide written notification of the assignment to the Law Enforcement and Investigations Director and the Records Manager.  The responsibilities of the records liaisons are set forth in FSM 6230.41d.

6230.45c - Director, International Institute of Tropical Forestry 

The International Institute of Tropical Forestry (IITF) Director is responsible for the IITF records disposition program.  The Director shall ensure the establishment and maintenance of an active and continuing records management program by assigning an IITF Records Manager, and notifying the Director of ORMS and the Agency Records Officer, in writing, of the assignment.  The responsibilities of the IITF Records Manager are summarized in 6230.41c. 
6230.45d - Northeastern Area State and Private Forestry Director

The Area Director is responsible for the Area records disposition program.  The Director shall ensure the establishment and maintenance of an active and continuing records management program by assigning an Area Records Manager, and notifying the Director of ORMS and the Agency Records Officer, in writing, of the assignment.  The responsibilities of the Area Records Manager are summarized in 6230.41c. 
6230.45e - Washington Office Commuting Area Headquarters
To ensure the establishment and maintenance of an active and continuing records management program, records management responsibilities at Forest Service offices located within the Washington, DC commuting area are assigned to a group of records managers consisting of a primary Washington Office Headquarters (HQ) Records Manager and designated Washington Office HQ staff records managers.
1.  As indicated in FSM 6230.43a, the Washington Office Director of ORMS shall appoint the Washington Office HQ Records Manager.  In addition to the duties summarized in FSM 6230.41c, the Washington Office HQ Records Manager shall:

a.  Act as the primary lead for coordinating the records management activities of the designated Washington Office HQ staff records managers.

b.  Be responsible for all Washington Office HQ records management activities not assigned to designated Washington Office HQ staff records managers.

2.  In addition to the responsibilities outlined in FSM 6230.41 a and b (as applicable), and 6230.42c, the deputy chiefs and directors associated with the following Washington Office Headquarters staff areas shall each appoint a staff records manager and notify the Director of ORMS, the Agency Records Officer, and the Washington Office Records Manager, in writing, of the assignment.  In addition to duties summarized in 
FSM 6230.41c, the staff records managers shall coordinate records management activities with the Washington Office Headquarters Records Manager.  The staff areas for the Headquarters staff records managers are:
a.  Acquisition Management

b.  Civil Rights

c.  National Forest System 
6230.45f - Washington Office Satellite Offices

In addition to the responsibilities outlined in FSM 6230.41a and b (as applicable), and 6230.42c, Washington Office deputy chiefs and directors assigned to the staffs listed below, including Albuquerque Service Center (ASC) as noted, shall each ensure the establishment and maintenance of an active and continuing records management program by assigning a Records Manager, and notifying the Director of ORMS and the Agency Records Officer, in writing, of the assignment.  Staffs include, but are not limited to:
1.  ASC - Budget and Finance

2.  ASC - Human Resource Management
3.  Enterprise Teams

4.  Forest Products Laboratory
5.  Geospatial Services and Technology Center
6.  Missoula Technology and Development Center
7.  National Interagency Fire Center

8.  Remote Sensing Applications Center

9.  San Dimas Technology Center

6230.46 - Regional Foresters and Research Station Directors

In addition to the responsibilities outlined in FSM 6230.41paragraphs a and b, regional foresters and research station directors shall:
1.  Participate in the development and review of records management regulations and directives as requested.
2.  Cooperate with the Agency Records Officer (or assigned agent) in responding to requests for information and records.

3.  Ensure that official records, regardless of media, are maintained and disposed of according to approved policies and procedures set forth in FSM 6230 and FSH 6209.11.

4.  Establish and document a unit file plan that complies with the Agency records schedule and file plan as issued in FSH 6209.11.

5.  Notify the Agency Records Officer of anticipated organizational or program changes that will result in the establishment of new types of records, changes in record coding or retention, and transfer or termination of records categories no longer required by the Agency.

6.  Report instances of unauthorized document disposition to the Agency Records Officer immediately.  This includes, but is not limited to, unauthorized destruction of Agency records by natural events or human action.
6230.46a - Regional Foresters 
Regional foresters are vested with the responsibility for the region-wide records disposition program.  The regional forester shall ensure the establishment and maintenance of an active and continuing records management program.  The regional forester shall:

1.  Assign a regional records manager, and notify the Director of ORMS and the Agency Records Officer, in writing, of the assignment.  The responsibilities of a Records Manager are summarized in 6230.41c.
2.  Authorize regional staff records Liaisons and notify the Regional Records Manager of such assignments (see FSM 6230.41d).
3.  Review the region’s implementation of records management policies and procedures periodically to ensure appropriate and consistent compliance. 

6230.46b - Research Station Directors

Research station directors are vested with the responsibility for the research station’s records disposition program.  Each director shall ensure the establishment and maintenance of an active and continuing records management program.  Each research director has the responsibility to:

1.  Assign a research station records manager, and notify the Director of ORMS and the Agency Records Officer, in writing, of the assignment.  The responsibilities of a Records Manager are summarized in 6230.41c.

2.  Authorize research station satellite office records liaisons and notify the research station records manager of such assignments (see FSM 6230.41d).

3.  Review the research station’s implementation of records management policies and procedures periodically to ensure appropriate and consistent compliance. 

6230.47 - National Forest and Grassland Supervisors; National Recreation, Scenic Area, and Monument Managers
In addition to the responsibilities outlined in FSM 6230.41, paragraphs a and b, national forest and grassland supervisors; national recreation area, scenic area, and monument managers shall:

1.  Assign a unit records liaison, and notify the regional forester and regional records manager, in writing, of the assignment.  The responsibilities of a records liaison are summarized in 6230.41d.  

a.  A primary records liaison is to be designated as the main contact for the unit.

b.  Designation of additional staff or district records liaisons to individual staffs or districts may be done at the discretion of the supervisor or manager.

2.  Participate in the development and review of records management regulations and directives as requested.

3.  Actively cooperate with the Agency Records Officer and/or regional records manager (or assigned agent) in responding to requests for information and records.

4.  Ensure that official records, regardless of media, are maintained and disposed of according to approved policies and procedures set forth in FSM 6230 and FSH 6209.11.

5.  Establish and document a unit file plan that complies with the Agency records schedule and file plan as issued in FSH 6209.11.

6.  Notify the regional records manager of anticipated organizational or program changes that will result in the establishment of new types of records, changes in record coding or retention, and transfer or termination of records categories no longer required by the Agency.

7.  Immediately report instances of unauthorized document disposition to the Agency Records Officer and the regional records manager.  This includes, but is not limited to, unauthorized destruction of Agency records by natural events or human action.

8.  Periodically review the unit’s implementation of records management policies and procedures to ensure appropriate and consistent compliance.

6230.5 - Definitions

Agency.  A major line or program organization of the U.S. Department of Agriculture headed by an Administrator (or equivalent) who reports to the Secretary, Deputy Secretary, an Under or Assistant Secretary, or a General Officer.  The Forest Service is an agency in the U.S. Department of Agriculture, headed by the Chief who reports to the Under Secretary of National Resources and the Environment.

Continuity of Operations Plan (COOP):  Policy of the U.S. Government is to have in place a comprehensive and effective program to ensure continuity of essential Federal functions, under all circumstances.  A viable COOP should be maintained at a high level of readiness; operational within 12 hours after activation; sustainable for 30 days; and, take maximum advantage of existing agency field offices for emergency relocation sites.  
Department.  Specific to this chapter, the U.S. Department of Agriculture; also referred to as USDA.

Data.  Raw facts, figures, and concepts structured in discretely defined fields and processes or placed in a specific context to become information.

Discovery.  The process of identifying, locating, securing, and producing evidence, including testimony, things, information, and materials for utilization in the legal process.  The term is also used to describe the process of reviewing all materials that may be potentially relevant to the issues at hand and/or may need to be disclosed to other parties, and of evaluating evidence to prove or disprove facts, theories, or allegations.  There are several formalized methods of conducting discovery, the most common of which are interrogatories, requests for production of documents, and disposition.

Disposition.  A comprehensive term that includes:

1.  Destruction (disposal) of temporary records no longer needed for the conduct of business;

2.  Transfer of inactive records to a Federal Records Center;

3.  Transfer of permanent records, determined to have sufficient historical or other value to warrant continued preservation, to NARA; and

4.  Donation of temporary records to an eligible person or organization after the authorized retention period has expired and after the Archivist of the United States has approved the donation (contact Agency Records Officer for details).

Documentary Materials.  A collective term for records, non-record materials, and personal papers that refers to all media containing recorded information, regardless of the nature of the media or the method(s) or circumstance(s) of recording (36 CFR 1222.12b (1)).
Documentation, Adequate and Proper.  A record of the conduct of Government business that is accessible, legally sufficient, reliable, and legal.

Electronic Record.  Any information that is recorded in a form that only a computer can process and that satisfies the definition of a record.

Electronic Record System.  The electronic mechanism that produces, manipulates, or stores Federal records, and the collection of electronic records having one or more of the following aspects:  the same format, arrangement under a single electronic filing system, relation to a particular subject, documentation of a particular kind of transaction, and production by the same activity.

Electronic Records Management (ERM).  The planning, budgeting, organizing, directing, training, and control activities associated with electronic records.

Electronically Stored Information (ESI).  Any information that is created, received, maintained, or stored on local workstations, laptops, central servers, personal digital assistants, cell phones, or in other electronic media.  Examples include, but are not limited to electronic mail (email), calendars, word processing documents and spreadsheets, databases, videos, video files, digital images, audio files, text messages, voicemails, activity logs, and so forth.  ESI includes metadata.
Electronic Mail (email).  A document created or received on an electronic mail system including brief notes, more formal or substantive narrative documents, and attachments, such as word processing and other electronic documents, which may be transmitted with the message.

Electronic Mail System.  A computer application used to create, receive, and transmit messages and other documents.  Excluded from this definition are file transfer utilities (software that transmits files between users but does not retain any transmission data), data systems used to collect and process data that have been organized into data files or data bases on either personal computers or mainframe computers, and electronically generated documents not transmitted on an electronic mail system.
Emergency Operating Records.  Records necessary for continuing the essential functions of the Federal Government for the duration of a national security emergency.  Emergency operating records are commonly referred to as “category A” records in emergency planning nomenclature.  These records are required by top and intermediate level 
officials at alternate essential locations.  These records should be in paper form so they can be used without reliance on mechanical or electronic equipment.  Their selection, shipment, maintenance, and disposition are the responsibility of designated officials in cooperation with the Office of Emergency Programs.  See USDA DR 1800-1.

External Electronic Data Storage Device.  A small, mobile format electronic device capable of storing data, including but not limited to flash member devices (such as USB keychain drives), external hard drives that connect via USB or similar means, Compact Discs (CD, CD-3), and other similar devices.  
Federal Records Center.  Records centers established, maintained, and operated by NARA for the storage, processing, and servicing of records for Federal agencies (also called Regional Records Services Centers).  The Washington National Records Center is a Federal Records Center, which services agencies in the metropolitan Washington, D.C., area.

File:  
1.  A set of policies and procedures for organizing and identifying files or documents to speed their retrieval, use, and disposition.  
2.  A plan designating the physical locations at which an agency’s files are to be maintained, the specific types of files to be maintained there, and the organization’s element(s) having custodial responsibility.  
3.  A document containing the identifying number, title or description, and disposition authority of files held in an office.

File Plan.  A classification scheme describing different types of files maintained in an office, how they are identified, where they should be stored, how they should be indexed for retrieval, and a reference to the approved disposition for each file.  Consult 
FSH 6209.11 for additional information on creating an office file plan.  [Citation:  Glossary of Records and Information Management Terms, 3rd Edition.  Association of Records Managers and Administrators (ARMA), 2008. 13 Jun. 2011] (http://www.expertglossary.com/records/definition/file-plan).

General Officer.  A USDA official who reports directly to the Secretary of Agriculture.

Hold.  A “hold” is an agency’s temporary suspension of disposition action(s) related to documentary materials, as well as segregation and preservation of such materials, because of legal, audit, or investigative needs.  Documentary materials, regardless of physical location, are required to be kept for as long as a hold is in place.  
Noncompliance with a hold could result in penalties on individual staff or an entire agency.  Subsequent to, or contemporaneous with, the issuance of a hold, the agency may be requested to “search” the held material for specific, relevant documentary material, and to segregate it for safekeeping.

Information.  Data in a context that gives it meaning; any statement or estimate of fact or opinion, regardless of form or format, whether in numerical, graphic or narrative form, and whether verbal or maintained on paper, electronically or other media.  Information includes text, spreadsheets, graphics, pictures, and voice and video recordings (see Data).
Information Systems.  The organized collection, processing, transmission, and dissemination of information in accordance with defined procedures, whether automated or manual.

Legal Hold.  See “Hold” and “Litigation Hold.”
Litigation Hold.  Also known as a “hold” or “legal hold.”  
1.  The obligation of agencies, managers, and individual employees to ensure that preservation of documentary materials that might be or might become relevant to pending or threatened litigation.  If the documentary material was created in electronic format, it must be preserved in that original native format.  
2.  The procedure for locating and ensuring the retention of ESI subject to a preservation obligation.  

Media (or formats).  “Media” and “formats” refer to the physical characteristics of documentary materials.  
Metadata.  Data that describes other data.  The term may also refer to any computer file or database that holds information about another database’s structure, processing, changes, and so forth.  Data dictionaries and data repositories are examples of metadata.
Mission Area.  All the agencies, and/or offices reporting to an Under or Assistant Secretary.

Non-record Materials.  Federally owned informational materials that do not meet the statutory definition of records (44 U.S.C. 3301) or that have been excluded from coverage by the definition.  Excluded materials are extra copies of documents kept only for reference, stocks of publications and processed documents, and library or museum materials intended solely for reference or exhibit.  May include:

1.  Reading file copies of correspondence.

2.  Tickler, follow-up, or suspense copies of correspondence.

3.  Identical duplicate copies of all documents maintained in the same file.

4.  Extra copies of printed or processed materials, official copies of which have been retained for record purposes.

5.  Superseded manuals and other directives maintained outside the office that is responsible for retaining them.

6.  Materials documenting such peripheral activities of agencies as employee welfare activities and charitable fund drives.

7.  Routing slips.

8.  Working papers.

9.  Drafts of reports and correspondence.

10.  Transmittal sheets.

11.  Blank forms.

12.  Transcribed stenographic materials.

13.  Processed or published materials that are received from other activities or offices and that require no action and are not required for any kind of documentation (the originating office or activity is required to maintain record copies).

14.  Catalogs, trade journals, and other publications or papers that are received from Government agencies, commercial firms, or private institutions and that require no action and are not part of a case upon which action is taken.

15.  Correspondence and other records of short-term value that, after action has been completed, have neither evidentiary nor informational value, such as requests for publications and communications on hotel reservations.

16.  Reproduction materials, such as stencils, hectograph masters, and offset plates.

Official File Station.  This is the location where official hardcopy record copies are maintained.   It may be a centralized file unit or an individual office file.  It contains record copies of correspondence, reports, forms, microfilm, audiovisual, computer tapes, and so forth.  
Operational Records.  Those records created or maintained by Forest Service staff while conducting Forest Service business.
Permanent Records.  Records appraised by NARA as having sufficient historical or other value to warrant continued preservation by the Federal Government beyond the time they are needed for administrative, legal, or fiscal purpose.

Personal Papers.  Personal papers are documentary materials, or any reasonably differentiable portion thereof, of a private or nonpublic character that do not relate to, or have an effect upon, the conduct of agency business.  If information about private matters and agency business appears in the same document, the document must be copied at the time of receipt, with the personal information deleted, and treated as a Federal record.

Records.  Title 44, United States Code, section 3301 defines “records” as:  

All books, papers, maps, photographs, machine-readable materials, or other documentary materials, regardless of physical form or characteristics, made or received by an agency of the U.S. Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because of the informational value of data in them.  Library and museum material made or acquired and preserved solely for reference or exhibition purposes, extra copies of documents preserved only for convenience of reference and stocks of publications and of processed documents are not included.

Recordkeeping Requirements.  All statements in statutes; regulations; Department Regulations, Manuals, and Notices; Secretary’s Memoranda; and, operating unit directives that provide general and specific guidance for personnel in creating and maintaining records.

Recordkeeping System.  A manual or electronic system in which records are collected, organized, and categorized to facilitate their presentation, retrieval, use, and disposition.

Records Liaison.  Records liaisons have assigned responsibilities within a staff or unit for records management duties.  Records liaisons have narrower authority within the realm of records management then records managers and provide records management support to individual staffs, national forests and grasslands, Job Corps Centers, Law Enforcement and Investigation staffs/units, and similar organizational entities.  Records liaisons will report to the applicable records manager regarding records management activities (that is, forest records liaisons will coordinate with regional records managers, Job Corps Center records liaisons will coordinate with the National Job Corps records manager, individual Law Enforcement and Investigation unit records liaisons will coordination with the National Law Enforcement and Investigation records manager, and so forth).  See 6230.41, exhibit 01.
Records Management.  The planning, controlling, directing, organizing, training, promoting, and other managerial activities related to the creation, maintenance, use, and disposition of records to achieve adequate and proper documentation of Federal policies and transactions, and effective and economical management of agency operations.

Records Manager.  Records managers have broader authority and responsibility then records liaisons.  Regions, the Area, the National Job Corps office, research stations, and other significant units/staffs are assigned records managers.  Records managers will report to and coordinate with the Agency Records Officer regarding records management activities.  Units must have specific authorization via this directive to designate a records manager.  See 6230.41, exhibit 01. 
Records Schedule.  A document, approved by NARA, which provides authority for the final disposition of recurring and nonrecurring records.  Includes Standard Form 
(SF) 115, Request for Records Disposition Authority, and the General Records Schedules (GRS).  Records must not be destroyed except as authorized by an approved records schedule.

Rights and Interests Records.  Records that are essential to the protection of the legal rights and interests of individuals and the U.S. Government.  Rights and interests records include Federal employees’ payroll and leave records, insurance records, and valuable research records.  They also contain information on proceedings and decisions.  Within USDA, such records are commonly referred to as “category B” records.  These records are not needed immediately following an emergency, storage points do not have to be at or in the vicinity of emergency operating facilities and the records do not have to be solely in paper form.  They can, therefore, be stored at any of the Federal Records Centers or other similar depositories.
Temporary Records.  Records approved by NARA for disposal, either, immediately or after a specified retention period.  Also called disposable records or nonpermanent records.

Trustworthiness of a Record.  To demonstrate proof, records must have the qualities of trustworthiness, that is, records with the following characteristics:

1.  Authenticity.  An accurate account of an activity, transaction, or decision.
2.  Reliability.  Content can be trusted as a full and accurate representation.
3.  Integrity.  An assurance that the information has not been changed subsequently.
4.  Usability.  The information can be located, retrieved, and presented, and interpreted.
Unit.  Any organizational component.

Vital Records.  Vital records are those records essential to the continued functioning or reconstitution of the Forest Service and its operating units during and after an emergency (emergency operating records).  Vital records include the information essential to protect the rights and interests of the Federal government and the Forest Service, and of individuals directly affected by its activities (rights-and-interests records).  Vital records are duplicate or extra copies stored off-site and include electronic and hard copy documents, references, records, and information systems needed to support essential functions.  Agency personnel must have access to and be able to use these records and systems in conducting their essential functions.
Working Files.  Preliminary drafts, rough notes, and similar materials used to prepare final copies.  Working files may meet the statutory definition of records and shall be maintained to ensure adequate and proper documentation, if:
1.  They were circulated and made available to employees other than the creator for official purposes such as approval, comment, action, recommendation, follow-up, or to communicate with agency staff about agency business.
2.  They contain unique information, such as substantive annotations or comments that add to a proper understanding of the agency’s formulation and execution of basic policies, decisions, actions, or responsibilities.

6231 - VITAL RECORDS [RESERVED]
6232 - CLASSIFIED RECORDS SECURITY [RESERVED]
6233 - CONFIDENTIAL BUSINESS/PROPRIETARY INFORMATION [RESERVED]
6234 - SENSITIVE INFORMATION [RESERVED]
6235 - LITIGATION HOLD [RESERVED]
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